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Letter from the Editor 

We are very excited to present our new and updated Summer 2021 issue 
of Space and Defense. We are sure readers will notice a significant 
difference with and proceeding issues. Over the last few years, our 
editorial team has been implementing important changes to this journal. 
First, we teamed with the University of Nebraska at Omaha (UNO) to 
diversify our readership to include academic institutions in order to 
attract a broader audience of readers and authors. By teaming with 
UNO, we have transferred our delivery of the journal onto a digital 
platform, aiming to increase our readership delivery and accessibility. 
Secondly, we have widened our aperture to include more topics and 
research on security studies; specifically, we welcome all topics of 
security studies, especially deterrence, international relations, and 
security policy evaluation. Third, we have invited additional experts to 
our editorial team who represent that security field as it should be and 
does not exclude in terms of gender or ethnicity. I want to be clear that 
Space and Defense has never intentionally excluded experts based on 
these criteria, but as a board we are making a conscious effort to 
expand our field of experts to be more inclusive and represent the field. 
We would like to send a warm welcome to those who have recently 
joined our editorial board, and we look forward to inviting more 
experts as we continue to grow as a journal. Finally, we would like to 
introduce our new branding efforts that re-images the journal and 
present the integration of the Air Force Academy with UNO, which is 
the first joint military and academic journal of its kind. Our re-branding 
efforts include a new cover page, new style format, and a digital 
platform. We hope that our efforts over these past few years prove our 
commitment to providing the community with innovative research for a 
broader audience that enhances the security field. We hope you enjoy 
our Summer 2021 issue of Space and Defense: Innovative Research in 
Security Studies. 

Michelle Black, Ph.D. 
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Russian Development of New Hypersonic Weapons: Drivers and Implications 

Julia L. Diamond 

The Treaty between the United States of America and the Russian Federation on 
Measures for the Further Reduction and Limitation of Strategic Offensive Arms 
(New START)1 is, at the time of writing, nearing its 5 February, 2021 expiration 
date. Both the U.S. and Russia have suspended their obligations under the 
Intermediate-Range Nuclear Forces (INF) Treaty.2 A renewal of New START would 
be the most logical future step that aids the cause of arms control. This is the option 
that requires the least political will and therefore might suit the current political 
climate. Nevertheless, the political relationship between the two countries could 
derail a renewal of New START. Without this renewal, one could ask whether this 
would truly be "the end of history for nuclear arms control." 3

If another major bilateral U.S.-Russia or plurital arms control agreement were 
concluded, it would likely necessitate inclusion of new types of hypersonic weapons, 
such as the hypersonic glide vehicle (HGV).4 Russian leaders have said that Russia 
remains open to extending New START, as well as to meeting the U.S. at the 
negotiation table should the U.S. initiate further talks regarding the INF Treaty.5 In 
order to assess the position from which Russia would come to the table to negotiate 
limits to strategic nuclear-armed or shorter-range, non-nuclear precision-strike 
weapons systems, including hypersonic ones, under some sort of arms control 
mechanism, it would be helpful to uncover the main motivating driver(s) behind the 
development of Russia's hypersonic weapons systems. Applying models of strategic 
modernization decision-making can help organize and classify these motivations. 
This will lead to the conclusions that 1) these new weapons systems have uses that 
are vital to Russian military strategy, and their development is also likely part of a 
reaction to external stimuli; and 2) this, combined with the very fact of their 
development and deployment, gives Russia a position of strength from which to 
approach any new agreement. 

During the second half of the 20th century, scholars applied a number of such 
models of decision-making to the processes by which the government of the Soviet 
Union determined on the one hand "weapons acquisition and force structuring" and 
on the other "military deployments and the use of Soviet military forces."6 In his 
chapter "Soviet National Security Decisionmaking: What Do We Know and What 
Do We Understand?" the late Stephen Meyer organized the literature into 
summaries of the various general models of decision-making in existence. 7 Scholars 
have also tried to apply models to Russian defense decision-making. In a more 
recent book, Russian Strategic Modernization: Past and Future, Nikolai Sokov 
applies the models he believes were most relevant to the Soviet and Russian strategic 
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Russian Development of New Hypersonic Weapons: Drivers and Implications 

modernization process. 8

Meyer provides an overview of the action-reaction model with its variant, the 
technological dynamic model, the military superiority model, interest-group models 
(the bureaucratic politics model and various applications of interest group models 
under this title), national leadership model, and the military mission model. 9 He
argues that the literature existing at that time was often more descriptive than 
analytical, did not consider all data available, and often did not include tests of a 
given model against time in the form of follow-up research. Important to this 
conclusion and to most modeling works is the basic premise that under the 
conditions of incomplete information "[t]he most desirable model is one that can 
explain and predict the widest range of behavior with the fewest number of 
inputs." 10 Predictably, the chapter calls for further intense study. 

In what seems to be an answer to Meyer's call, Sokov tests conclusions drawn in the 
1970s and 1980s through analysis of the historical record of Soviet decision-making 
on strategic modernization, START I negotiations, the breakup of the Soviet Union, 
consolidation of the Russian nuclear arsenal, START II negotiations, and 
modernization activities after 1991. In his 2000 book, Sokov applies the models he 
believes best explain the Soviet and early Russian strategic modernization process 
and joins scholars who attempted to characterize Russian defense decision-making 
in that realm. 

According to Sokov, a combination of external and domestic factors as influencers, 
and the bureaucratic model (like others, he minimizes distinction between this and 
interest group models for the Soviet and very early Russian cases), the parity model, 
the action-reaction model, and the military mission model are most applicable to 
Soviet strategic modernization from the 1960s through the 1980s, as well as early 
Russian strategic modernization.11 He shows that these also help to explain Soviet 
and early Russian decision-making during arms control negotiations. 

Differing theories on motivations behind Russian development of new hypersonic 
weapons and other "exotic" weapons systems have been floated in the public debate 
and news media in recent years. Pavel Podvig's arguments support the technological 
dynamic model and an action-reaction model asymmetric approach. He has argued 
that this development of newer strategic weapons systems is driven by parochial 
interests of actors in an unimpeded defense industry who lobby for their own 
projects that "'may not have a clear purpose or strategic mission,"' and that it is 
also the result of hysteria over the need to counter U.S. missile defenses.12 Podvig
and Alexander Stukalin offer the idea that Russia could use its hypersonic 
development program "to gain leverage in arms control discussions with the U.S. on 
the establishment of limits to missile defense and conventional strike capabilities." 13

Alexei Arbatov suggests that weapons like HGVs and other areas of military 
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expenditure are responses to perceived threats from the U.S. like "first global 
preemptive strike." 14 The idea that such weapons were developed to evade missile 
defenses has also been sounded by officials and in the Russian media.15

In many cases, more supporting research could be conducted. Testing models in 
analysis of the modern Russian military defense complex is rare. Re-establishing a 
record of models applicable to certain historical periods and certain research and 
development and development programs allows for the classification of these 
different decision-making cases. While not ensuring foresight, the application of 
models gives perspective and clarification to what can otherwise be murky 
procedure and helps provide for a more organized public debate. It also provides a 
common language with which to compare and contrast current circumstances and 
observations with those from the past. Understandings that result from such analysis 
could help both with one's own understanding of an adversary's military doctrine, as 
well as with thinking about a future for arms control. 

This article applies models of decision-making given the facts observed for one 
historical period - the mid-2000s through the mid-2010s - and one series of 
development programs - those falling under the title "hypersonic weapons 
development program." It tests whether some of the models that Sokov argued 
accurately explain strategic modernization from the late 1960s through the 
mid-1980s fit Russia's development of its HGV and hypersonic cruise missiles. The 
action-reaction model, the military mission model, and the bureaucratic interests 
model are treated as most applicable and are tested against historical and current 
evidence to judge their utility as analytic lenses. The parity model, by which the 
Soviet Union sought to achieve numerical parity in warheads on strategic delivery 
vehicles with the U.S., possibly for negotiation purposes, is not treated as directly 
applicable to development of new hypersonic systems.16 However, a revised model 
with an emphasis on quality could be useful. 

The largest amount of high-quality evidence supports the military mission model 
and elements of the action-reaction model as those which best explain this weapons 
development. Therefore, it can be deduced that weapons developed under the 
"hypersonic" umbrella are very likely to be deployed and have missions that directly 
relate to Russian military doctrine. Assuming political will for arms control revives, 
the essential role these systems have taken on in deterrence, warfighting, and general 
power projection will make negotiating their numerical and qualitative limits more 
difficult than if their development resulted from a technological dynamic. Initially, 
an overview of the relevant models is necessary. 

Models of Soviet and Russian Defense Decision-making 

The action-reaction model postulates that the state adopts decisions that are in 
essence reactions to external stimuli "in an effort to offset and neutralize increased 
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threats to Soviet national security." 17 As Meyer summarizes, this means that 
decisions on weapons design and acquisition, force modernization, and structuring 
of forces are made in response to such decisions made by other states, especially the 
U.S. The response actions can include "imitative" (in the words of Russian military 
officials and experts "symmetric") or "offsetting" ("asymmetric") responses.1 8

Underpinnings of what is commonly referred to as the "asymmetric approach" is a 
concept that, for Russia, has roots in tsarist military strategy and can be found in the 
writings of Russian military officials today. 

According to the technological dynamic model, the state that has the technological 
and economic means to build a given weapons system will build it. This is the result 
of scientists viewing the given weapons system's development as timely combined 
with a perceived need to respond to the adversary's weapons acquisition since it 
"occurs in an action-reaction decision setting."19 The discourse today reveals that 
this model remains on the minds of some who watch Russian weapons 
modernization most closely. However, other than the plethora of new strategic 
offensive weapons systems coming to fruition, concrete or official evidence 
supporting this model is scarce. 

By the bureaucratic politics model, Soviet foreign policy actions were not the result 
of "black box" decision-making but rather that of the political push and pull of 
several actors in the Politburo and "heads of several bureaucratic elites at the 
Central Committee level."20 The actors in this model are part of the decision-making 
apparatus. It is assumed that the political system is very bureaucratic, and that there 
is a collective leadership in which there is no preeminent decision-maker that has the 
power or wisdom to make decisions alone. Therefore, the actors were assumed to be 
the members of the Politburo and the agencies that they controlled as both actors 
and influencers. 21 Whereas the Politburo could be thought of as the top layer of the 
former, larger decision-making mechanism, today's presidency seems to possess a 
similar function. 22

According to interest-group models, the actors were envisioned as "interest groups" 
that seek to influence government decision-making from outside the government. 23

These models have been defined as "the collection of models that posit that Soviet 
weapons acquisitions and force structuring are derived from the pulls, pushes, 
bargaining and compromises that occur as various individual and institutional actors 
within the Soviet Union compete for resources and power."24 The distinction 
between the bureaucratic and interest-group models in terms of their actors was at 
times minimized in order to analyze the Soviet decision-making complex. The actors 
in the Soviet system were all within or so close to the government (the bureaucracy) 
that they could be considered part of it, rather than existing as influencers external 
to the bureaucracy, like those found in the U.S. 25 The same can be done in the case 
of Russia's new hypersonic weapons development decision-making process, where 
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the actors in and influencers of the process either lie within the federal government 
or cannot clearly be distinguished from it. Government-owned production 
companies serve as the best example of this. Therefore, this article focuses on the 
bureaucratic politics paradigm.26

Meyer coined the term military mission model when he explained the model of 
Soviet defense developments by which "decisions regarding Soviet weapons 
acquisition and force structuring logically follow from the designation of specific 
military missions devised by the Soviet military."27 The missions are based on 
"Soviet military doctrine and strategy, institutional histories, organizational 
self-image and interpretations of the objective nature of the scientific-technical 
revolution in military affairs (that is, new threats)."28 The model posits the opposite 
of the technological dynamic model in that a state that has the technological 
capability to build a weapon will not necessarily build that weapon.29 In Sokov's 
words, according to this model, motivation (mission derived from the military 
planners), intention (planned strategic force structure), and outcome (final strategic 
posture) exist in a logical, successive chain.30

Relevant Technology 

Technology 

It is generally accepted around the world that the lower limit of "hypersonic speed" 
is five times the speed of sound (Mach 5 or 6,174 km/h) or higher. The main types 
of hypersonic weapons that countries are pursuing today are the HGV (which has 
also been called a "hypersonic gliding reentry vehicle," a "hypersonic glide delivery 
vehicle," and a "boost-glide vehicle," and together with its booster - a "boost-glide 
system"), the terminally guided ballistic missile, and the cruise missile with a 
scramjet engine. Increased accuracy (a much lower circular error probable) is 
envisaged to allow for conventional arming of an HGV or terminally guided ballistic 
missile, assuming the mission provided for this.3 1 These weapons are difficult to 
detect, and especially difficult to intercept with existing missile defense systems. This 
means that an HGV or a terminally guided ballistic missile would have a mission 
similar to that of a currently existing ballistic missile but would generally have a 
larger chance of reaching its target. 

As James Acton explains, HGVs are essentially large maneuvering reentry vehicles 
(MARVs/MaRVS) that are launched or "boosted" by re-purposed ballistic missiles. 
A given vehicle is then released and proceeds unpowered for perhaps thousands of 
kilometers, using aerodynamic lift. 32 The glide portion occurs for more than half of 
the vehicle's flight, which makes it difficult to classify the technology as either a 
ballistic missile or a cruise missile according to existing arms control treaty text. 33

The hypersonic long-range cruise missile is another technologically challenging 
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option. Unlike HGVs, these are powered during flight. Similar to HGVs, they utilize 
aerodynamic lift. A new engine concept is required in order to make a cruise missile 
travel at hypersonic speeds. For that purpose, the U.S. has tested rocket-boosted 
scramjet (Supersonic Combustion RAMjet) engines, which utilize a rocket booster 
engine to propel the vehicle to an initial high speed.34 Notably Russia is apparently 
conducting development work on scramjet engines, as well, and also reportedly 
tested a cruise missile with a miniature, nuclear-powered engine. 

A terminally guided ballistic missile is another more technologically simple option 
for proceeding with a hypersonic system with increased accuracy and defense 
penetration capability. These have a steerable reentry vehicle, equipped with a 
guidance system and flaps that allow for steering toward a target.35 Arming these 
with conventional warheads has been noted by some as especially problematic, since 
a nuclear-armed state could mistake the conventional warhead for a nuclear 
warhead and retaliate with nuclear means. 36

HGVs in particular could grant a number of technological advantages to users. They 
could shorten the time period over which the adversary is aware of the incoming 
attack. They are also envisaged to more effectively evade existing missile defense 
systems than traditional ballistic missiles are. This is due to a combination of 
maintaining hypersonic speed for most of an HGV's trajectory with a flight path of 
lower atmospheric altitude and less predictability. Current missile defense systems 
are generally designed to detect, track, and intercept various kinds of traditional 
ballistic missiles. Terminally guided ballistic missiles might also share some of these 
advantages. 37

Russia 

Work on Russia's hypersonic systems within the defense industry is conducted under 
the auspices of the Joint Stock Company "Tactical Missiles Corporation" (KTRV), 
which is composed of over 30% of Russia's defense enterprises and cooperates with 
other state and non-state commercial entities.38 Much as the enterprises that are 
developing Russia's hypersonic weapons systems are housed under one proverbial 
roof, the systems themselves were included in a single, two-stage "hypersonic 
weapons development program" that was pitched to the Russian government's 
Military-Industrial Commission (MIC) during or soon after 2013 and seems to have 
been approved by May 2014. The thinking and testing that preceded this began 
during the Soviet Union and restarted in the early 2000s. A number of enterprises 
that today specialize in work on different kinds of new hypersonic weapons (those 
with global reach, tactical sea- and air-based) were added to the KTRV structure at 
its inception in 2003 or subsequently. 39 The Russian Ministry of Defense is 
apparently also conducting its own hypersonics research and development work. 

The program foresaw the creation of a sub-strategic air-launched cruise missile with 
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a range of 1,500 kilometers and speed of approximately Mach 6 by 2020. As 
mentioned above, according to the next stage of the program, a weapon that can 
travel at up to Mach 12 and has global range is planned. This second system seems 
to fit the profile of an HGV.40

Russia's weapons can be divided roughly into three categories. According to 
information collected by Podvig and others, the first includes those more relevant to 
strategic missile defense penetration (though each might support different missions). 
These include the "Avangard" HGV, and any type of hypersonic warhead that could 
be fit onto the Sarmat heavy intercontinental ballistic missile (ICBM). The second 
category encompasses systems that could eventually replace traditional cruise 
missiles: these are the Tsirkon (3M-22) anti-ship cruise missile (ASCM) with a 
scramjet engine; new air-launched cruise missiles (ALCMs) such as Kh-90 ALCM 
work continuation, and possibly the Kinzhal ALCM (though whether it will be 
hypersonic is questionable). The third category can be reserved for the 
nuclear-powered, possibly nuclear-armed ALCM, which has questionable speed and 
is boasted to have "practically limitless" range."41 

Strategic Weapons 

The Avangard HGV, formerly known as the Yu-71 HGV, was worked on within 
Project 4202. The predecessor program, "Albatross," was initiated in response to the 
U.S. Strategic Defense Initiative (SDI) in the 1980s. 42 Russia has conducted a number
of tests of different vehicles under its predecessor and Project 4202 programs. The 
first test of an HGV prototype, the Yu-70/102£, is thought to have occurred 28 
February, 1990 from the Soviet Union's main ballistic missile and space launch site 
at Baikonur, (now in Kazakhstan). A second test apparently occurred about a week 
later, and then, with almost no evidence of further testing throughout the 1990s, the 
next test occurred on 27 June, 2001, also from Baikonur. Russian President Vladimir 
Putin was apparently present at the 18 February, 2004 launch from Baikonur, which 
was reported to be unsuccessful. A new prototype, the Yu-71 of the Project 4202 
program, is thought to have been tested for the first time from Baikonur on 2 7 
December, 2011. 43 Later tests were conducted from the Dombarovskiy missile
division site, still using the Kura ICBM test range impact area. Other tests occurred 
in September 2013, possibly in September 2014, and February 2015.44 The latest 
tests occurred on 19 April and 25 October 2016, and 26 December, 2018. 

The Yu-70/102E and Yu-71 were launched on top of a repurposed UR-100NUTTH 
(SS-19) ICBM; the Yu-71 was supposedly launched from the UR-100NUTTH 
Dombarovskiy basing area (in the Orenburg region) to the target at the Kura Missile 
Test Range (impact area) on the north-eastern side of the Kamchatka peninsula 
(about 6,000 kilometers). Russian media sources called the April and October 2016 
tests successes. 45 The latest test was also apparently successful. According to
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schedule, two UR-1 00NUTTH missiles armed with the Avangard were reportedly 
deployed with the Dombarovskiy missile division of its Strategic Nuclear Forces at 
the end of 2019.46 Four more systems are planned for that regiment, to make a total 
of six, while another regiment of six is planned for deployment by 2027.47 This 
deployment suggests that, at least for now, Russia plans to deploy nuclear-, rather 
than conventionally armed, HGVs. 

Successful development and deployment of an HGV seems to be the product of what 
is nominally the second stage of the "target program for the creation of hypersonic 
weapons," which envisages a global-range system that travels at Mach 10 to 12 and 
was pitched to the government in 2013 or 2014.48 Russian officials have generally 
stressed the increased ability of such systems to evade missile defenses. 

In his 1 March, 2018 address to the Federal Assembly, Putin mentioned that the 
Sarmat (RS-28/SS-29) heavy ICBM could be armed with a "wide spectrum of 
high-yield nuclear warheads, including hypersonic" ones. It is unclear what type of 
hypersonic warhead he was referring to, but some believe it could be HGVs. It will 
likely carry about 10 MIRV warheads, or possibly a smaller number of HGVs, and 
will replace the Voevoda (SS-18/RS-20V).49 With three ejection tests completed, the 
Sarmat is said (at the time of writing) to start flight testing in early 2019.50 The 
Sarmat is set to start deployment in 2021 in Uzhur, with at first two missiles, then 
another four, and eventually having 46 missiles deployed across seven regiments at 
Dombarovskiy and Uzhur. 51

Cruise Missiles 

Russian officials are relatively transparent with regard to the development and 
deployment timeline of the 3M-22 Tsirkon missile with anti-ship and land attack 
variants. This is very likely to be a product of what is described as the type of 
product of the first stage of the hypersonic missile development program (see 
below). It might be dual-capable (i.e., capable of carrying either a nuclear warhead 
or a conventional high-explosive warhead). The missile will reportedly be powered 
by a solid-propellant boost motor and scramjet engine, have a range of up to 1,000 
kilometers, and travel at up to Mach 6 (Putin has stated a range of "over 1,000 
kilometers" and a speed of about Mach 9).52 However, official information about 
the type of engine the missile will use is not available. 

Russia has plans for both basing on submarines and surface vessels. 53 It was 
reported in IHS Jane's that two Kirov-class cruisers are due to be equipped with this 
missile. The 3M-22 can apparently be fired from the 3R-14UKSK-Kh Ship 
General-Purpose Firing System (SGPFS). The system is also capable of launching 
other sea-based anti-ship, land-attack and torpedo missiles, namely the Kalibr 
ASCM (3M-14TE) and LACM (3M-54TE and 3M-53TE1) variants, the supersonic 
BrahMos PJ-10 anti-ship and land-attack variants developed jointly with India, and 
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the 91RTE2 Kalibr torpedo missile.54 As for the Russian HGV, NPO 
Mashinostroyenia, which developed and produced the "Onyx" missile system, leads 
the experimental design work on the Tsirkon.55 Ground-based tests, which 
reportedly started around 2014, continue. Testing from ships and submarines was 
slated to begin during 2019.56 A recent test launch conducted from the frigate 
Admiral Gorshkov in the White Sea was deemed successful. 57 After a failure to 
resolve Russia's INF Treaty violation and the U.S. suspension of its own treaty 
obligations, Russian officials announced plans to "launch [ ... ] research and 
development, followed by development and engineering to create land-based 
launchers for hypersonic intermediate-range and shorter-range missiles." 58

In 2012 Russia and India agreed to jointly develop the BrahMos II Kalam LACM, 
also called the BrahMos II K and formerly the BrahMos II. The missile will 
apparently have a scramjet engine and a kinetic warhead. It is warranted based on a 
need for increased speed in current conflict situations. 59 Some believe this is the 
export variant of the developing Tsirkon Russian domestic hypersonic cruise 
missile.60 The missile will have a range of over 300 kilometers, is expected to reach 
initial operational capability (IOC) after 2020, and is slated for air, ground, ship, 
and submarine deployment. 61 There is some overlap in missile designers and 
producers reportedly working on this project and other Russian hypersonic projects. 
NPO Mashinostroyeniya (part of KTRV), TMKB Soyuz, TsIAM, and TsAGI are all 
apparently working on the BrahMos-II, with NPO Mashinolstroyeniya leading 
much of the effort to engage Russian enterprises in hypersonic missile technology in 
2013.62

Russia is also working on hypersonic ALCMs. As an example, work on the Kh-90 
apparently continues. Research and development began during the late Soviet 
period. One product of this work was the GELA (Hypersonic Experimental Aircraft 
/ Giperzvukoviye Experimentalniy Letatelniy Apparat) prototype.63 Russia has since 
apparently developed another prototype in this same line, called the GZUR 
(Hyper-Sonic Guided Missile /Giper-Zvukovaya Upravlaemaya Raketa) (subject 
lizdeliye75). This is likely one of the main products of the hypersonic missile 
development program's first stage, as envisaged in April 2013. In 2012, a 
proof-of-concept test with a prototype from earlier work was reportedly conducted 
at Aktyubinsk in Kazakhstan; the general director of KTRV deemed the test a 
success. 64 It was also reported that the hypersonic vehicle was being fitted for launch 
from a Kh-22 (AS-4 "Kitchen") missile, and that in 2012 four Kh-22 missiles were 
made for testing with the vehicle, with the entire system to be launched from a 
Tu-22M3.65 As of early March 2016, the GZUR was in the so-called "technical 
design stage" at KTRV, meaning that it still needs to undergo testing before 
deployment.66 The GZUR is due to receive a ramjet engine (assumed to be a 
scramjet), and was rumored to enter serial production in 2020.67

Space and Defense - Summer 2021

14 



Russian Development of New Hypersonic Weapons: Drivers and Implications 

Also mentioned in Putin's 1 March, 2018 speech is the dual-capable Kinzhal ALCM. 
It is envisaged to have a range of over 2,000 kilometers, and to be launched from 
the center pylon of specially modified MiG-31 K interceptors.68 It has apparently 
been in "experimental combat duty" since December 2017, suggesting a nearby 
deployment date.69 Officials have stressed a capability to overcome anti-air defenses 
and missile defenses.7° While it is boasted to travel at Mach 10, this is unlikely given 
its experimental deployment date. Russia does not seem to have mastered the 
sustained use of the type of engine needed for a cruise missile to travel at such 
speeds.71

Nuclear-Powered Cruise Missile 

Putin announced in his 1 March, 2018 address to Russia's parliament that the 
country is developing a nuclear-powered, possibly nuclear-armed ALCM. This is the 
Burevestnik (SSC-X-9 Skyfall).72 The nuclear-powered engine will fit in the body of 
a missile like Russia's X-101/X-102 (Kh-101/Kh-102). The X-101/X-102 apparently 
originally had a range of up to 4,500-5,500 kilometers.73 Putin noted that the 
nuclear engine will increase the missile range by a factor of 10.74 The missile, which 
could be nuclear armed, was also noted for its envisaged ability to evade missile and 
air defenses. 75 There is speculation that this missile would actually fly just below 
hypersonic speed. 76

Application of Models to Russian Defense Modernization 

Military Mission Model 

Given the physical capabilities that the hypersonic long-range prec1s1on strike 
weapons grant, the evolution of ideas in Russian military thought from the 20th to 
the 21st century, and evolution of Russia's foreign policy, it seems that development 
of these new weapons can be explained, at least partially, by the need to support 
military missions. The use of new hypersonic weapons fits into the Russian way of 
war and thinking about strategic stability. 

Physical Capabilities 

Global development of weapons that travel at hypersonic speeds is the most recent 
step in the development of long-range "precision-guided" or "high-precision" missile 
systems. The new types of hypersonic systems or weapons under development today 
(which generally include terminally guided, conventionally armed ballistic missiles 
(using a maneuvering reentry vehicle (MaRV) to deliver the warhead), hypersonic 
glide reentry vehicles (a newer, specific kind of MaRV), and hypersonic cruise 
missiles with a scramjet engine) are designed to have increased speed, range, 
maneuverability, accuracy, and precision, and for HGVs, less probability of timely 
detection. 77 Ballistic missiles with a conventionally armed reentry vehicle that 
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attacks its target based on kinetics (angle and speed) would need to be much more 
accurate to ensure that they hit their targets. 78

Long-Range Precision-Strike Weapons and Modern Conflict 

Roots of the significance for military strategy of the intercontinental and long-range 
hypersonic weapons under development in terms of speed and deepening of the 
battlefield can be found in Soviet military writings from the 20th century. More 
recent perceptions of technical necessities for offensive missiles resulted from 
observing the evolution of the nature of war, especially as waged by countries that 
Russia considers potential adversaries (especially the U.S. ), and which tend to be the 
world's military leaders in terms of technology, operational art, and theory. 79 For 
intercontinental missiles and shorter-range cruise missiles, these physical features 
include higher accuracy, precision, and longer range. 80

Development of new long-range precision-strike systems, especially conventionally 
armed cruise missiles, coincides with the expressed need of Russian military 
leadership to be capable of waging "high technology war." According to Chief of the 
General Staff and First Deputy Minister of Defense Valeriy Gerasimov in a 2016 
article about Russia's experience in Syria, "science and technological developments 
have changed the character of armed struggle [(war using forceful means)]"; 
"distanced con tactless pressure on the adversary will become the main method of 
achieving [military] goals with the use of massive employment of high-precision and 
long-range means of destruction from the air, sea, and space."81 The 2014 military 
doctrine similarly notes that " [ c ]haracteristic features and specifics of current 
military conflicts" include, among other things, the "massive use of weapons and 
military equipment systems, high-precision and hypersonic weapons, means of 
electronic warfare, weapons based on new physical principles that are comparable 
to nuclear weapons in terms of effectiveness . . .  ," "exerting simultaneous pressure on 
the enemy throughout the enemy's territory on the global information space, 
airspace and outer space, on land and sea," and other characteristics. 82 The 2010 
military doctrine notes similar features but with fewer specifics. 83

In a 2013 speech on the changing character of war, regarding the "forms and 
methods" of modern war that the military must prepare and be armed for, 
Gerasimov noted: 

The destruction of [ the adversary's] installations is implemented at the entire depth 
of the territory. The differences between strategic, operational, and tactical levels, 
offensive and defensive actions are fading. The use of high-precision weapons takes 
on massive character. 84

This is an advanced version of the original concept "deep battle." Deep battle was 
conceptualized in Soviet military thought during the 1920s and 1930s. 85 The 
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concept of the "deep operation" was developed in Russian military theoretical 
tradition as the result of the recognition that the industrial revolution (allowing for 
technological developments in offensive weapons and military transport 
mechanisms) had made it possible for the front to develop from a single point to an 
extended line and to have depth in the form of echelons of defense. This line of 
thought resulted from watching recent wars, including the First World War. 86

Throughout the rest of the 20th century, various technologies transformed the front 
even further in terms of deepening it physically and expanding its character across 
different domains of military activity. 87 For example, the vastly increased ranges (i.e.
global range) that could theoretically be reached with an HGV embody a 
prospective historic geographical deepening of the battlefield. 

The production rate of currently ex1stmg long-range precision-strike 
weapons-military means of long-range, distanced war in a non-global military 
theater-and the level of importance placed on their use indicates their perceived 
power projection value. For example, in terms of sea power, ships with Kalibr cruise 
missiles, the Bastion shore-based missile system, and the anti-air S-400 system are 
said to "provide control of the sea and air space," and are being deployed in 
strategically important regions (i.e. to the Baltic, the Barents, the Black, and 
Mediterranean seas).88 In 2018 (at the time of writing), 116 Kalibr missiles are
reported to have entered service. 89 A high-ranking Russian military official is noted
as saying that the system "'provides ... platforms ... with significant offensive 
capability and, with the use of the land attack missile, all platforms have a 
significant ability to hold distant fixed ground targets at risk using conventional 
warheads"' and "'is profoundly changing ... [the Russian Navy's] ability to deter, 
threaten, or destroy adversary targets."' 90 In summary of the important power 
projection dynamic surrounding Russia's long-range systems, Sokov classified 
Russian use of its precision-guided, conventional-strike capability as the renewed 
capability to support the state's foreign policy with military power.91 In the future,
Tsirkon cruise missiles could replace or be used in addition to the Kalibr. 

The long-range, precision-strike conventional capability turned out to be not a 
replacement for nuclear capability in terms of deterrence, but rather an addition to 
it, evidenced by the dual-capable nature of new weapon delivery systems.92 The use
of hypersonic cruise missiles would heighten the threat of use, and increase the 
effectiveness of Russian employment of such systems. Development of long-range 
high-precision systems, including hypersonic ones clearly supports the mission of 
defending the Russian state, protecting Russian interests past state borders, and 
projecting power in geographical regions of Russian interest. 

Therefore, there is evidence that Russia decided to develop modern hypersonic 
weapons based on an objective understanding that the character of war has 
fundamentally changed once again and will continue to change along with 
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technological developments. Russian military theorists must at least remain on par 
with the theorists of other states. In logical succession and tasked with helping 
maintain Russia's great power role on the world stage, the Russian 
military-industrial complex must technologically supply the necessary means. Thus, 
there is significant evidence for military missions of strategic and non-strategic 
hypersonic systems. 

Action-Reaction Model 

In sync with the action-reaction model, Russian hypersonic weapons are also under 
development, at least nominally, as a reaction to external stimuli. In this case, the 
stimuli seem to be certain American offensive and defensive weapons developments. 
Evidence supporting this can be found mostly in statements by high-ranking state 
and defense industry officials, writings of former military theoreticians, and the 
general historical sequence of certain developments. This is stated while keeping in 
mind the difference between developing a system to keep up-to-date with the 
changing character of war and new military missions and the observation by Martin 
van Creveld that "[w]ar .. .is an imitative activity" on one hand, and responding in a 
symmetric or asymmetric manner to another country's weapons development based 
on perceived threats on the other.93 

The main external military risks that seem most connected to Russia's development 
of hypersonic long-range high-precision weapons systems include the following, and 
pointedly relate to the U.S.: 

[the] establishment and deployment of strategic missile defense systems undermining 
global stability and violating the established balance of forces related to nuclear 
missiles, implementation of the global strike concept, intention to place weapons in 
outer space, as well as deployment of strategic non-nuclear systems of high-precision 
weapons.94

While Russia's opposition to U.S. missile defenses was not new, this list of threats is 
part of a policy stance presented in full form for one of the first times in Foreign 
Minister Sergei Lavrov's January 2011 statement during ratification of New START. 
They are threats within areas of international security that Russian officials have 
said affect strategic stability and, therefore, affect Russia's ability to disarm (in the 
sense of nuclear reductions).95 The list can be found in a number of other state 
sources (notably with some subtractions and additions), including in nascent form in 
the 2010 military doctrine, in the 2015 statement by Russian delegation head 
Mikhail Uliyanov during the general debate of the Non-Proliferation Treaty Review 
Conference, and more recently, in a late 2017 presentation by Russian Ambassador 
to the U.S. Anatoly Antonov.96 As the Russian position was recently voiced, at least 
nominally, it may be impossible to have negotiations on further strategic reductions 
without also discussing such things as the presence of military bases near the 
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Russian border and the balance of conventional forces.97

Prompt Global Strike, Ballistic Missile Defense, and the Asymmetric Approach 

As member of the Russian Academy of Sciences and former Secretary of Russia's 
Security Council Andrei Kokoshin explains, central strategic stability can be thought 
of as a combination of "vulnerability " and "invulnerability."98 Put simply, the
argument for penetration of missile defenses is largely based on the idea that the 
combined deployment of U.S. missile defenses and implementation of the prompt 
global strike concept (PGS) decreases Russia's confidence that the U.S. cannot 
"deliver a preemptive strike, and that [Russia .. .is] able to deliver a retaliatory strike 
under any conditions."99 

This became official Russian policy in the 2000s, with leaders repeating this 
perception of the threat over the years.100 In 2007, then Deputy Minister of Defense 
Anatoly Antonov noted the "direct link between U.S. plans for global missile 
defense and the prompt global strike concept which means the ability to strike any 
point on the globe within an hour of the relevant decision." 101 When the latter is 
combined with the former, it "becomes a means for world domination, politically 
and strategically," which "undermines the principles of mutual deterrence and 
mutual security and erodes the architecture of strategic stability ... " In 2013, 
Gerasimov noted: "The concepts of 'Global strike' and 'Global BMD' are currently 
being developed. They provide for the infliction of a strike within a few hours on the 
installations and troops of the adversary located at practically any point on the 
globe. This is guaranteed to prevent unacceptable damage from the adversary's 
retaliatory strike."101 According to the string of logic, this decreases the vulnerability 
of U.S. strategic assets and population to a second Russian strike, making the U.S. 
more likely to be able to "win " a nuclear war. The logic follows that confidence in 
the ability to conduct a strike without the chance of nuclear retaliation would 
increase the incentive for the U.S. to launch a first disarming strike.102

Thus, Russia's leadership seems to have come to a consensus, at least nominally, that 
the U.S. believes it can attain strategic predominance over Russia. Kokoshin notes an 
instance of historical precedence. During the 1980s, the Republican Party platform 
on which Ronald Reagan ran stated that the U.S. should aim to achieve military and 
technological superiority over the Soviet Union by means of its current (at the time) 
military build-up. He also recalls that certain Reagan administration officials stated 
that a nuclear war could be won or lost, (as opposed to it being catastrophic to all 
involved), and decades of internal U.S. discussion of ways to wage and win nuclear 
war.103 Similar to how the Soviet Union viewed the Strategic Defense Initiative (SDI)
in the 1980s, and based a plethora of development programs - necessarily or 
unnecessarily - on the proposed need to counter it, Russia's renewed HGV 
development and testing, as well as development of other strategic systems, seem to 
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fit into an asymmetric approach to countering U.S. missile defenses.104

The timeline of Russian restarting or starting long-range precision strike weapons 
programs vis a vis developments on the U.S. side suggests an action-reaction 
dynamic. Russia apparently resumed testing of its HGV in 2001 - shortly before the 
George W. Bush administration officialy withdrew the U.S. from the 1972 
Anti-Ballistic Missile Treaty.105 Russian officials viewed the withdrawal as an upset
to the basic understandings underlying strategic stability. These include "the premise 
that nuclear war would have devastating consequences for all mankind," and that 
missile defense systems are inherently destabilizing.106 These were established in
written form by the 1972 treaty and reaffirmed in the 1990 Soviet-U.S. Joint 
Statement on Future Negotiations on Nuclear and Space Arms and Further 
Enhancing Strategic Stability.107 Indeed, then-Prime Minister Putin wrote in a 2012
election campaign article about asymmetrically, and therefore cost-effectively, 
preventing an upset to "the global balance of power."108 This is reminiscent of the
cost-effectiveness Premier Mikhail Gorbachev himself apparently discussed during 
debates about how to respond to SDI.109

In terms of military strategy, acting with asymmetry is also characteristic of Russia. 
The concept of acting with indirectness, "avoiding strengths" and "addressing 
weaknesses" (both with the use of non-military and military means), have deep 
roots in the military tradition of Tsarist Russia, the Soviet Union, and modern 
Russia. Asymmetry and indirectness are ingrained in Russian military tradition, and 
similar thinking can be seen in other states. It requires ensuring the capability to act 
indirect! y.110

Whether the threat posed by missile defenses is as Russian officials categorize it is a 
matter of debate. Furthermore, the number of deployed U.S. intermediate-range 
ballistic missile interceptors that Russian officials know could actually present a 
threat might be significantly fewer than the number that Russian officials have said 
is acceptable. This weakens the official argument for the need to counter them. In 
2011 the Communist Party apparently submitted a proposal for inclusion in the 
Russian New START ratification resolution indicating that at an upper limit of 
"200 interceptors capable of intercepting intermediate-range ballistic missiles 
( effectively, SM-3 Block II interceptors whose deployment is currently scheduled for 
2018)" was the point at which the "U.S. development of missile defense capability 
would be considered dangerous."111 Sokov has noted that this number is much more 
lenient than the number over which Russia publicly criticized the U.S. for planning 
to deploy in Poland during the George W. Bush presidency: 10.112

Non-Nuclear "First Disarming Strike" and the Symmetric Approach 

Developing conventional high-precision weapons systems, including hypersonic 
ones, supports the non-nuclear (conventional) deterrence strategy. Non-nuclear 
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deterrence was introduced in the 2014 Military Doctrine as a complex of foreign 
policy, military and military-technical measures aimed at preventing aggression 
against the Russian Federation through non-nuclear means.113

It is part of the system of strategic deterrence, and is said to serve as one means of 
preventing a first disarming strike with high-precision non-nuclear weapons.114 The
threat has been highlighted by both official and unofficial sources: Putin noted this 
threat in his 2015 Valdai Forum address, stating that "[a] strategy already exists for 
a so-called first disarming strike, including with the use of long-range, 
high-precision non-nuclear weapons, the effect of which may be compared to those 
of nuclear arms."115 A Russian expert outlined the counterforce threat more
specifically: 

... conventional armaments can also present a threat to the survivability of Strategic 
Nuclear Forces if they possess such characteristics as stealth, high accuracy and 
destructive capability, as well as comparably short times to reach their target.116

Not all in Russia agree that the U.S. and NATO could amass enough conventional 
forces to launch a disarming strike on Russian strategic installations and their 
command, control, communication, and information (C3I) assets.117 Furthermore,
not all are convinced that non-nuclear weapons can deter large-scale war, which is 
what Russia officially suspects from the U.S. and NATO. In the journal Military 
Thought, one former and one serving colonel write, "It is impossible to prevent 
global (world) war with the threat of retaliatory use of general-purpose force 
conventional weapons." 118

Despite internal disagreement, Russia seems prepared to use "strategic non-nuclear 
forces " in a deterrence, and if necessary, warfighting role to help implement strategic 
deterrence.119 Non-nuclear deterrence forces currently include the operational and
tactical Russian Iskander-M missile systems in Kaliningrad Region and North 
Ossetia, submarines and surface ships armed with Kalibr missile systems, and will 
include long-range aviation airplanes with new X-101 (Kh-101) cruise missiles. 
Given the Avangard deployment with the Strategic Nuclear Forces, it is likely that 
only conventionally armed hypersonic cruise missiles would potentially serve as a 
military means to support this mission.120

Possible targets may include U.S. ballistic missile defense installations in Europe 
(which conventionally or nuclear-armed Iskander missiles based in Kaliningrad are 
said to be able to reach). The idea of launching non-nuclear de-escalatory strikes 
corresponds to Kokoshin's writings, wherein he advocates a strategy of "pre-nuclear 
deterrence."121 Such a strategy was meant to place more rungs in the ladder of
escalation before the "nuclear use " rung, to "enhance ... the cogency of deterrence 
and, consequently, its effectiveness."122
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Nevertheless, one can characterize Russian development of offensive military and 
military-technical measures to support non-nuclear deterrence as a form of the 
symmetric approach, since it involves the development of offensive weapons m 
response to the development of other threatening offensive weapons. 

Nuclear Reductions as External Stimuli 

It is also possible that development of long-range high-precision weapons, especially 
hypersonic ones, might have also made sense given what at the time might have been 
a realistic possibility of further nuclear reductions. Putin noted the following at the 
Valdai Forum in 2014: 

Today, many types of high-precision weaponry are already close to mass-destruction 
weapons in terms of their capabilities, and in the event of full renunciation of 
nuclear weapons or radical reduction of nuclear potential, nations that are leaders in 
creating and producing high-precision systems will have a clear military 
advantage. 123

Gerasimov noted something similar, and more directly related to weapons traveling 
at hypersonic speeds in a November 2017 speech: 

In the future, the pace of development of high-precision weapons and the ongoing 
development of hypersonic missiles will allow the transfer of a main component of 
strategic deterrence tasks from the nuclear to the non-nuclear sphere. 124

Therefore, earlier in the 2000s, before the downturn in arms control, it might have 
been imaginable that in the future, and especially as nuclear weapons decrease in 
number, these non-nuclear weapons would be able to take over some roles of 
nuclear weapons. While numbers of strategic nuclear weapons and delivery vehicles 
are still controlled, with New START in effect and an existing potential for its 
extension, some prospects for further strategic nuclear reductions still remain. 

Synthesizing the Perceived Threats 

Offensive weapons are also developed to evade missile defense systems, forming an 
asymmetric response. Different kinds of offensive systems are perceived as necessary 
to deter the use of adversarial offensive systems, constituting a symmetric response. 
Their development likely also made sense at a time when further nuclear reductions 
seemed possible. 

Therefore, it is possible that the action-reaction model (asymmetric and symmetric 
responses) partially explains Russia's development of its new strategic offensive 
hypersonic weapons. However, it cannot be relied upon as a complete explanation 
for these or for future programs. 

Decision-Making Structure and Bureaucratic Interests 
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After a complete restructuring of the strategic modernization decision-making 
system in the 1990s, which included the abolition of the original Military-Industrial 
Commission (MIC), a new MIC was created and assigned many of the same roles as 
those fulfilled by the Soviet one.125 Two main responsibilities of the MIC were and 
still seem to be: conducting the majority of the work in formulating common policy 
on the development and production of new weapons, as well as playing the role of 
customer (giving funds to the defense industry for the development and purchases of 
military equipment). 126 The new MIC is one of 15 Presidential Commissions. 127

Instead of answering to the Politburo, the Commission answers directly to the 
Russian President. In September 2014, the President was made commission chair, 
evidently in order to ensure smooth government-wide implementation of the import 
substitution launched after the West imposed sanctions and Ukraine severed all 
defense production ties. 128 Through the year 2000, projects for the creation of new 
strategic weapons systems were mostly continuations of work begun by the Soviet 
Union.129 The MIC itself is treated as a continuation of the Soviet body.130

In line with the presidential system established by the 1993 Constitution, the 
President determines the "main tasks of the Russian Federation's military policy in 
accordance with the federal legislation, the National Security Strategy of the Russian 
Federation for the Period up to 2020 and the Military Doctrine."131

The Collegium of the MIC is the body which ensures that decisions taken by the 
MIC, as well as state policy on virtually all areas involving the military-industrial 
complex, including scientific and technological development for domestic defense, 
and export of military and dual-purpose products, are realized. Importantly, the 
Collegium also formulates the State Defense Order, and seems to serve as one of two 
"state customers" for the State Defense Order.132 Membership of the Commission 
and of the Collegium overlap. The Collegium is chaired by Yuri Borisov, Russian 
Vice-Premier and deputy chair of the Commission itself.133

Today, as in the past, Ministry of Defense officials sit on the Commission and the 
Collegium and, thus, have influence over the actual initial decisions made.134

Other key MIC members include the minister of finance and the general directors of 
state corporations that represent a large portion of the Russian defense industry. 
While KTRV representatives do not sit on the MIC itself, today KTRV's first deputy 
general director sits on the Collegium "by agreement."135KTRV has always been 
directly connected to the government; the Russian government created it and owns 
one hundred percent of the corporation's shares.136

Defense industry representatives present their projects to the MIC, much like in the 
Soviet Union. As already noted, KTRV representatives did this with the hypersonic 
weapons development program during the summer of 2013, and approval was given 
either during 2013 or in early 2014. 
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Therefore, this leaves the Ministry of Defense, the Ministry of Finance, and the 
defense industry as the major bureaucratic players in the decision-making process on 
development and production of defense equipment. Given the large amount of 
constitutionally granted power the presidency holds over government processes, it 
seems to play a role similar to that played by the Politburo, which served as the top 
layer of the Soviet decision-making bureaucracy. Instead of being answerable to the 
Politburo, today's MIC is answerable to the President. 137

There is some evidence of bureaucratic struggle amongst and within all of these 
groups, which inevitably affects final decisions taken by the MIC on defense 
production and state armament. 138 This could have affected details of, rather than
the very fact of, the hypersonic weapons development program approval. Especially 
before the Russian President became the chair of the MIC, this final product may 
have been the result of greater bureaucratic struggles. Even after 2014, some 
bureaucratic push and pull is present, but this does not appear to change the 
direction set by earlier decisions. 

Actor Interests 

Interests of the Russian State (and the executive) in this realm include keeping the 
Russian military industry flourishing. This allows it to 1) effectively provide the 
Armed Forces with the means needed to carry out their mission of defending the 
Russian homeland and national interests, as well as the interests of its allies, 2) help 
improve the Russian economy (a large portion of its composition is made up of the 
defense industry) by helping Russia remain one of the largest arms exporters in the 
world. 139

The defense industry is most interested in keeping itself afloat and flourishing 
economically. It does this by developing products relevant to the needs of both 
Russian and foreign military equipment customers. The Ministry of Defense is 
interested in maintaining and developing the capability to more effectively defend 
the Russian homeland, Russian national interests, and the interests of Russia's allies. 
After the 1990s - years of decline, dilapidation, and desertion largely due to 
underfunding for the Russian Armed Forces - the Ministry of Defense is also 
interested in maintaining its own relevance as a great military force to attract 
Russian citizens to join as a career. 

It is in the general interest of the Ministry of Finance to balance the federal budget 
and ensure that enough funds are allocated to all of the necessary state programs 
(including healthcare, education, and pensions). 

Pushes and Pulls Amongst Defense Industry Enterprises 

Today the Russian government does not own all of the defense enterprises, but it 
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does own a significant amount of them, including those within KTRV. As 
mentioned, KTRV was created by the government, and, through the Federal Agency 
for State Property Management (Rosimuchestvo ), the Russian government owns all 
of the company's shares.140

Without full transcripts of MIC meetings, it is impossible to know just how 
democratic the meetings are. Recent transcripts of Putin's opening remarks during 
meetings show that, as the chair, he brings issues to the table, after which a 
discussion is supposed to begin.141 Therefore, at least nominally, there is discussion
within the MIC. The voting mechanism of the MIC is unknown. The discussion does 
not seem to leave the boundaries of the MIC. For example, as far as Parliament 
members do not sit (or at least currently) on the MIC, the discussion does not 
officially include the legislative branch of the government.142

There could very well be disagreement and competition among defense industry 
enterprises, which is unimpeded by logic of actual military needs or other 
bureaucratic mechanisms. During the first meeting in which Putin served as the chair 
of the MIC, on 10 September, 2014, his opening remarks actually suggested that, 
like with many group-based processes that have a deadline, the decision-making 
process can become pretty hectic: " .. .I hope very much that we can avoid excessive 
hysteria when the final decisions are made and implementation begins." 143 However,
in the case of the hypersonics program, as stated above, it seems that more 
enterprises were included in the drafting of the program and collaborated on the 
endeavor than might have been enterprises competing to win contracts for it. As 
KTRV General Director Obnosov noted, over 60 enterprises worked on the draft.144

In KTRV alone, there are 36 enterprises, which reportedly comprise over 30% of the 
Russian defense industry. 145 Using these approximations and assuming percentage 
can be determined by number of enterprises out of the total, this means that there 
could be about 120 enterprises in the Russian defense industry. According to this 
logic, approximately one half of the Russian defense industry could have been 
involved in the initial collaboration.146 Cooperation and collaboration on the
endeavor also includes portions of the Russian Academy of Sciences and other 
corporations.14 7 

The Ministry of Defense Versus the Defense Industry 

Whereas in the late Soviet period the interests of the military and the enterprises that 
built strategic weapons systems were discordant and production was resultantly 
supply-driven, the interests of the Russian military and defense industry companies 
seem to be congruent vis a vis type of new hypersonic weapons development.148

What the Ministry of Defense needs gives many defense industry actors something 
to do. As evidenced by the military mission section, the output of new high-precision 
weapons and the new hypersonic weapons that are under development seem to be in 
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line with military doctrine, as well as the wntmgs and speeches of military 
leadership discussing the means viewed as necessary to conduct "high technology 
war" (see below) and effectively carry out Russia's strategic deterrence strategy. 

The Russian President's oversight of the MIC, which increased after he became the 
chair of the body in 2014, has likely helped ensure this smoothness. One should 
note that, within this top-down dynamic, Putin favors rebuilding the Russian 
military. This is evidenced by past policies he approved, and his 2012 campaign 
article arguing for a strong Russian military. 149

Among Ministry of Defense Personnel 

While evidence of disagreement among Ministry of Defense personnel is scarce, 
there are signs that not all agree on the viability of a "first disarming strike" on 
Russian Strategic Nuclear Forces with the use of non-nuclear high-precision systems. 
Those who believe this to be viable likely base it on the idea that the U.S. would 
assume that in such a scenario Russia would not choose to respond with nuclear 
weapons after absorbing such a strike, since that would necessarily warrant U.S. 
nuclear retaliation.150

An officially adopted non-nuclear deterrence strategy seems to be the means by 
which Russia plans to deter such a strike. Despite official agreement on this, 
Ministry of Defense think tank officials have noted that "[s]ubstantive 
counterarguments of domestic specialists are ignored and silenced by those who side 
with such disarming, as if they do not exist." 151 These substantive counterarguments
provide logic behind why such an attack is not only highly unlikely, but physically 
impossible in the foreseeable future.152 Thus, it seems that arguments which rely on
alternate calculations, an historic mistrust of the U.S., a necessity for all militaries to 
prepare for the worst case scenario, a desire to help feed long-term prosperity of 
portions of the defense industry and help ensure another mission for the Russian 
military, or other reasoning have won out. 

The Defense Industry and the Ministry of Defense Versus the Ministry of Finance 

Tensions between the Ministry of Defense and defense industry on the one hand and 
the Ministry of Finance on the other have drastically decreased since defense funding 
reached an historically low point in the 1990s. Nevertheless, some do still exist.153

As Mathieu Boulegue explains, Putin himself noted this during a visit to the 
Kalashnikov factory in Izhevsk: "Of course questions of state capabilities, budget 
possibilities and demands of the Armed Forces always exist. Here we need to find 
the golden medium at which our expenses in the defense sphere will not suppress all 
of our other demands related to social issues, social security, pensions, healthcare, 
education ... " 154 Underfunding of the Ministry of Defense helped fuel
anti-presidency sentiments during the 1990s. Given historical memory, it is in the 
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interest of the political party in power to ensure that the needs of both the defense 
industry and, especially, the Ministry of Defense are satisfied.155

Summing Up the Bureaucratic Dynamics 

There is evidence of bureaucratic struggle among all of these groups, and within 
some of these groups, which inevitably has and does affect final decisions taken by 
the MIC on defense production and state armament. But it seems this is not the 
main driver behind picking up where the Soviet Union left off with hypersonics. The 
major bureaucratic actors include the Ministry of Defense and the defense industry 
on one side representing the need for defense spending, and the Ministry of Finance 
on the other representing the voice of state budget concerns. Disagreements among 
defense industry enterprises are not so visible publicly, and it seems that, the largesse 
of the hypersonic weapons development program is in the interest of as many 
enterprises as can get contracts. The interests of the Ministry of Defense and the 
defense industry as a whole seem to align. Evidence suggests that within the 
Ministry of Defense, opinions favoring decreased or alternate threat perceptions did 
not move far in the decision-making process for historical, monetary, and political 
reasons. Thus, it seems that, rather than working-level disagreements and 
bureaucratic inertia overriding military interests, as characteristic during the 1970s, 
a more organized, top-down management style has allowed for a demand-driven 
process. 

Implications 

Of the three models applied above, Russia's decision to acquire intercontinental- and 
shorter-range hypersonic weapons is best explained by a mixture of the military 
mission model and the action-reaction model. Bureaucratic pushes and pulls among 
the various actors, while present, do not seem to have been a significant factor that 
led to the adoption of the hypersonic weapons development program. To use a 
physics analogy, the military missions that reflect the latest wave of military 
technical revolution in favor of (at least nominally) faster, high-precision weapons as 
means of deterrence and of deepening the battlefield, the threats from abroad that 
were perceived and determined to warrant symmetric and asymmetric responses, can 
be seen as coalescing into the "mass" variable of the "hypersonic weapons 
development program" momentum. While this piece does not measure the 
magnitude of the weapons development "velocity," the direction is surely forward. 

There are a number of implications of this. One main and rather obvious one is that 
the weapons Russia develops and tests in this realm have a definite envisioned utility 
that precedes their deployment. Their production is driven by demand rather than 
supply. It is unlikely to lead to any "unintended posture," the type of which 
confused U.S. analysts who watched the Soviets fail to mitigate the potentially 
destabilizing consequences of having a strategic force composed largely of heavily 
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MIRVed silo-based ICBMs in the 1970s.156 Unlike deciphering reasoning behind late 
Soviet strategic nuclear force posturing, pairing these new strategic and non-strategic 
means with their missions is more straightforward. When Russian leaders talk about 
developing and deploying similar systems, they should be taken seriously. 

This leads to a second implication: Russia either is or is becoming an arms control 
negotiating partner with qualitatively-equivalent capabilities in the realm of 
precision-strike weapons. The issue of definition and whether or not to include 
conventionally armed boost-glide systems arose during New START negotiations. At 
this time, the U.S. was ahead of Russia in the development of hypersonics. The U.S. 
held to the position that "'future non-nuclear systems of strategic range that do not 
otherwise meet the definitions of the treaty should not be considered new kinds of 
strategic offensive arms for the purposes of this treaty."'157 Russia was of the 
position that conventionally armed boost-glide systems might serve as "'a new kind 
of strategic offensive arm."' 158 According to New START Article 5(2), anything 
given that definition may trigger discussions in the Bilateral Consultative 
Commission (BCC) regarding whether and by what means to regulate the 
systems.159 With Russia's HGVs deployed and more on the way, and U.S. HGVs 
under development, this discussion could arise in the near future. 

In 2018 when presenting Russia's Avangard, Putin noted: "Why did we do all this? 
Why did we talk about it? [ ... ] we made no secret of our plans and spoke openly 
about them, primarily to encourage our partners to hold talks. [ ... ] nobody really 
wanted to talk to us about the core of the problem, and nobody wanted to listen to 
us. So listen now."160 While other evidence suggests this was not the sole purpose, 
actually deploying an HGV gives Russia a stronger negotiating position from which 
to discuss boost glide systems (nuclear- or conventionally armed, at this point). More 
research on developing weapons in connection to desired negotiating position is 
warranted. 

Shorter-range precision-strike systems, including those that fly at hypersonic speeds, 
have also shown their power projection and coercive utility in regional settings for 
Russia. Their use during the Syrian conflict proved this for Russian military 
leadership.161 With the INF Treaty out of effect, there is even less of a starting place 
from which to begin discussing limits on such systems. Nevertheless, if the U.S. and 
Russia do come to the negotiating table on longer- or short-range precision-strike 
systems, including ones that fly at hypersonic speeds, the U.S. will find it must work 
with a partner that sees just as strong a utility for these weapons systems in its 
military and national security strategy as the U.S. does. 

*Julia L. Diamond is a postbaccalaureat premedical student at The State University of New York
(SUNY) at Purchase College. This article is an abridged version of her master's thesis completed at
The Middlebury Institute of International Studies (MIIS) at Monterey.
* *Writing this piece and its longer predecessor was made possible by the author's mentors at the
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United Nations Office for Disarmament Affairs (UNODA), the Center for Global Security Research 
(CGSR), and MUS. Special thanks are due to her advisor, Dr. Nikolai Sokov, who guided and 
provided space for her to develop her thinking, and Dr. Anna Vassilieva, who trained her to analyze in 
English and Russian. 
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Pakistan's Space Program: From Sounding Rockets to Satellite Setbacks 

Dr. Sannia Abdullah'� 

Why did Pakistan struggle for 50 years to launch its satellites into Earth's orbit 
when it was Asia's third country to send sounding rockets into space? Four years 
ago, India launched 104 satellites from a single rocket to set a groundbreaking 
record, 1 whereas Pakistan launched only six satellites with assistance in the design, 
built, launch, and even funding from China.2 Pakistan plans to send its first 
astronaut into space by 2022;3 India put its first astronaut into "space in 1984 as 
part of a Soviet-led mission."4 Despite a good head-start, why is Pakistan's space 
program decades behind when India's space expedition started eight years later? The 
literature on Pakistan's space program suggests that the country's staggering space 
performance is because SUPARCO (Pakistan's national space agency) was "denied 
the funding and resources needed to ensure a sustained rate of advancement and 
innovation." 5 Some scholars argue that the commission was neglected because of 
"bureaucratic hurdles, and mismanagement,"6 while others believe that "the 
political turmoil which enveloped the country"7 for decades caused inadvertent 
delays. However, the fundamental reason behind Pakistan's inadequate space 
performance in Asia's space race is the lack of technical expertise to harness 
indigenous space capabilities. The commission over the years relied on a handful of 
foreign-trained scientists and engineers, imported technology for quick fixes, and 
used foreign launch facilities to keep its head above water. These temporary 
arrangements rang the nonproliferation bells, and in 1991 SUPARCO 
faced"technological denial"8 from the West under sanctions. As a result, the 
satellites missed deadlines to join the designated orbital slots. This added a financial 
burden to the debt-trap economy of the country, and the vicious circle was hard to 
break for decades. After the 1998 nuclear tests and the subsequent military coup (8 
October, 1999), SUPARCO among other strategic organizations came under the 
umbrella institution of the Strategic Plans Division (SPD). Since then, it has been 
operating under military officers, unlike India's ISRO, which is guided by scientists 
who lead the agency with task-oriented missions. To spearhead the space-race 
against India, SUPARCO is circumventing the natural learning curve of research and 
development under military leadership that observes strict hierarchy within the 
commission. Seniority supersedes talent, thus making the institution a less attractive 
career choice for young graduates. This paper address three important questions: 
First, what are the factors behind SUPARCO's snail's pace? Second, why does 
Pakistan not have a satellite launch vehicle (SLV), needed to launch satellites into 
Earth's orbit, when it has already mastered the ballistic missile program? Both SLV 
and ballistic missiles are very similar technologies. Third, what measures can 
improve Pakistan's space program? 
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The Space Flight and Path of Technology Import 

SUPARCO was founded in the space age, when the Soviet Union shocked the world 
with the successful launch of the first artificial Earth satellite (Sputnik-1) on 4 
October, 1957. The United States, triggered by space developments, started the 
Apollo mission to make the first human landing on the moon. To accomplish the 
mission, the U.S. space agency - National Aeronautics and Space Administration 
(NASA) - needed necessary information on the wind structure of the upper 
atmosphere and sought cooperation with Indian Ocean littoral states for 
establishing rocket ranges to collect data. This opportunity brought two space 
agencies, NASA and SUPARCO, closer. Prof. Abdus Salam9 (the Pakistani Nobel 
laureate) and his team1

0 met NASA officials and seized the offer. In June 1962, the 
United States launched two U.S. rocket motors, the Nike and the Cajun, from 
Sonmiani Beach (Karachi-Pakistan). The rocket reached an altitude of almost 130 
kilometers. NASA hailed the launch as the beginning of a program of continuing 
cooperation in space research of mutual interest."11 Just a few days later, on 7 and 
11 June, 1962, Pakistan launched two sounding rockets, Rehbar-I and Rehbar-11, 
using NASA's launch facility at Somniani, thus making Pakistan Asia's third country 
for shooting rockets in space.12 Even though Pakistan's development of two-stage 
solid-fuel rockets marked a huge achievement of the time, it is not a coincidence that 
Rehbars are technologically identical to NASA's Nike-Cajun/Nike-Apache rockets. 
Both rockets not only look similar but carried almost the same payload of 80 
pounds and reached the same altitude of 130 kilometers in the atmosphere, like 
Nike-Cajun/Nike-Apache. It is fair to assume that Rehbars are Nike-Cajun/Apache. 
The systems have the same length and diameter (See Figures 1A and 1B). The 
evidence further suggests that Rehbars provided Pakistani scientists with the same 
information on wind shear and layers of the upper atmosphere outside the 
stratosphere13 as was needed for the Apollo mission. SUPARCO's official website 
admits that "Rehbar-I consisting of a Nike-Cajun combination (which was earlier 
developed by NASA) was successfully launched from Sonmiani Rocket Range." 14

Thus, the "honor of becoming the third country in Asia and the tenth in the world 
to conduct such a launching" 15 was not a feather in SUPARCO's cap. 
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Image 1A (Rehbar-1) Image 1B (Nike-Cajun) 

Source: Image 1A shared by @AwaisBajwa; Image1B at 
https://history.nasa.gov/SP-4402/chS.htm 

After launching the sounding rockets, the path for short-range ballistic missiles 
would have been much easier; however, SUPARCO faced several hurdles in 
developing short-range systems. The Hat£ missiles did not come into public 
awareness until 6 February, 1989,when Pakistan's then Army Chief Gen. Mirza 
Aslam Beg at National Defence College announced the development of "Two 
indigenously manufactured surface-to-surface missiles Hatf-1 and Hatf-2," and also 
asserted that the "guidance system used in missiles [was] extremely accurate and 
developed in Pakistan."16 Hat£ was a surface-to-surface short-range system with "no 
in-flight guidance as evidenced by the long launch ramp that accompanies it."17 It 
could "theoretically carry a tactical nuclear weapon", although Pakistan declared it 
non-nuclear. 1 8 Pakistan claimed Hat£ systems were "indigenous" and a modification 
of French-sounding rockets, the single-stage Dauphin or two-stage Eridan.19 Some 
experts who believe that Hatfs are Chinese systems are not wrong. Pakistan's then 
foreign minister, Abdul Sattar, on 26 August, 1993, stated in the Pakistan Senate, 
"These missiles [HATF] were bought keeping in mind Pakistan's security needs."20

Some U.S. officials questioned the accuracy of Hatf-1 and Hat£ -2 systems and 
claimed, "The Hatf-1 is an inaccurate battlefield rocket that can fly 80 
kilometers ... the Hatf-2 is just two Hatf-1s put together."21 The flight range of 300 
kilometers was exaggerated and "Neither missile is a very high-tech product."22 The 
status of Hatf-1 and 2 systems remained unclear on serial production and 
deployment in public knowledge. In 1995, the Hatf-1A replaced the Haft-1 and 
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Hatf-1B replaced Hatf-2 in 2001 with an improved range (~80 kilometers) and 
accuracy. The need for improved versions validates the U.S. officials' claims that 
Hatfs were not as stable and efficient systems as projected by Pakistani authorities. 
In 2011, Pakistan tested another short-range/battlefield surface-to-surface ballistic 
missile, Nasr (Hatf-IX -60-kilometer range).23 Nasr is a nuclear-deliverable solid 
fuel, single-stage rocket developed by National Defense Complex and already 
inducted by the Pakistan army. If Hatfs were efficient systems, Pakistan's missile 
inventory wouldn't need another short-range system like Nasr. Apart from Hatf-1 
and 2, Pakistan's track record with other Hatf systems around that time was not 
satisfactory either. In the mid-1990s, A.Q. Khan (head of KRL) traveled 13 times to 
North Korea to "receive technical assistance for the development of the Ghauri 
missile, an adaptation of the North Korean No Dong design."24 The initial test of 
the Ghauri missile failed, and the debris fell into Iran because the nose cone burned 
upon re-entry because of hypersonic effects and high-temperature shifts. The new 
system had to replace the engine and propellent, and the nose cone had to 
redesigned. 

The Satellite Setbacks 

Since the beginning, SUPARCO has faced technological setbacks in manufacturing 
satellites and launching them into Earth's orbit. In 1992, after the success of the 
Badr-l25 satellite, SUPARCO concentrated its efforts on Badr-B, a cube-shaped Earth 
observation satellite made of "space-qualified aluminum T-6 alloy,"26 equipped with 
"several CCD cameras, compact dosimeter, a telemetry system, charge detector, and 
a temperature control unit."27 The CCD camera is a sophisticated technology used 
for remote sensing.28 Pakistan contacted Rutherford Appleton Laboratory (RAL) for 
assistance in CCD cameras.29 The satellite completion took longer than its due date, 
leading Pakistan to miss its orbital entry slot for the planned launch in 1994. The 
commission contacted China and Russia for the lowest rates of launch. The 
cooperation with Russia further delayed the launch by four years, frustrating the 
scientific community in Pakistan. After missing four chances, SUPARCO launched 
communication satellites to keep the geostationary orbital slot in space. 30

Until now, SUPARCO has indigenously built only two experimental satellites, the 
Badr-1 and PakTES-lA. The PakSAT-1R and PRSS-1 were made in China and sold 
to Pakistan. In December 2001, Pakistan leased the US HG3, "Originally launched 
as Indonesia's Palapa Cl and later sold to Turkey [Anatolia 1] - and renamed it 
PakSAT-1."31 Pakistan moved this satellite from Turkey's orbital slot to Pakistan's 
slot. 32 It was a geosynchronous and communication satellite built by the Boeing 
Company (Hughes).33 Around 2004, scientists planned to launch the satellite using a 
Shaheen-III booster from an unknown facility in Pakistan. However, in October 
2008, Pakistan contacted China to buy Chinese satellite PakSAT-1R and sought 
launch service and a platform. Pakistan's economy was so weak that China provided 
Pakistan a soft loan of 1.35 billion RMB (around US$200 million), with a maturity 
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period of 20 years for the satellite. On 11 August, 2011, PakSAT-lR was launched 
from China and replaced PakSAT-1. After seven years, (9 July, 2018), Pakistan 
launched its two remote sensing satellites, PRSS-1 and PakTES-lA, from China's 
Jiuquan Satellite Launch Center using Long March-2C rocket.34 PRSS-1 is an optical 
remote sensing and Earth observational satellite, again purchased from China,35 and 
is part of Sino-Pak space cooperation that will enhance cooperation in climate 
change, disaster management, risk reduction, and other areas of mutual interest. 36

However, because satellites are dual-use systems, the military implications are ripe 
for speculation. PRSS-1 has spatial resolutions as fine as 1 meter in panchromatic 
mode and 4 meters in multispectral mode. Such features characterize "high 
geometric precision, short revisit intervals, and rapid data supply. Such imagery will 
provide greater spatial details on the land surface and open new applications 
relevant to social sciences." 37 China's stated aim of the PRSS-1 is to monitor the 
progress of the China-Pakistan Economic Corridor (CPEC) project in Pakistan. The 
satellite's sophisticated technology will "carry out day and night monitoring, and it 
has viewing capacity even in clouded conditions." 38 The other satellite, PakTES-lA, 
indigenously built by SUPARCO engineers, was co-launched with PRSS-1.39 The 
table below outlines the details of Pakistani satellites type, features, life span, 
launching facility, and launch locations. 

Satellite Name Launch/Entry LocaJion Launcher Satellite Type Built/Manufactured 

Badr-1 
150KG 

Bat{r-B 

6/JKGIALT:986 

KM 

PakSAT-1 

3000KG/ALT:3 

5,400KM 

PakSAT-JR 

5200KG/ATL: 

35,700KM 

PRSS-1 

1200KG/ATL: 

640KM 

PakTES-IA 

300KGIALT: 

6/0KM 

into Orbit 

Date 

July 16, [990 Xi Chang Long March 
Station 2E Rocket 
(China) 

December 10, Baikonur Zenit-2 
2001 �mJ�O)!!� Rocket 

Kazakhstan 

December 20, Moved from 
2002. previous ort>it 

to Pakistan's 
orbital slot 

August Xi Chang Long 

11, 2011 Station March 38 
(China) 

July 09, 2018 
China's 

Long March 
2CRocket 

Jw.ID!i!rr 
Satellite 

Launch Center 
(China) 

July 09, 2018 Long March 
China's 2CRocket 
&!u!ru:l 
Satellite 

Ellll10!ll!.!l�l 
Artificial satellite 

Earth observational 
Satellite 

Geosynchronous 
Corn.munica.tion 

Satellite 

Geosynchronous, 
Communication 

Satellite 

Optical Remote 
Sensing & Earth 

Observational 
Satellite 

Ex erimental 
Satellite 

Jointly built by SUPARCO 
andCNSA 

UK- Space Innovations 
Limited & Rutherford 

Appleton Labs 

The Boeiog Company 
Leased by Pakistan from 

US Hughes 

Great Wall Industry 
Col}'oration (China) 

China Academy of Space 
Technology (CAST) - Sold 

to Pakistan 

Built by SUPARCO 

Source: Data collected by the author from different sources 
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Quest for a Satellite Launch Vehicle (SLV) 

For years, SUPARCO has used China's expertise and launch facilities for its 

satellites. "Pakistan is currently on the list of those countries which lack launching 

facility."40 Most of the payloads are launched in space using expendable launch 

vehicles (ELV). 41 ELVs are relatively less costly because they use disposable 

components for the launch and hence, they are not reusable. In 1999, SUPARCO's 

former chairman announced that "Pakistan would develop its satellite launching 

vehicle within a period of about three years."42 So why could Pakistan not develop 

its SLV? Shahid Qureshi, head of the Institute of Space and Planetary Astrophysics, 

also wondered, "If we can launch a [IRBM] missile up to a range of 1,500km, why 

not build an SLV that can launch low-atmosphere satellites?"43 However, many 

within SUPARCO believe"SLVs involve complex technology and are beyond what 

Pakistan can do on its own."44 As per the latest public information, "Pakistan has 

already completed three of the four stages of its SLV."45

The commission has long been trying to develop a low-cost rocket booster46 to 

launch lightweight satellites into low-Earth orbits (LEO). In the early 2000s, 

Pakistan started a design study on two SLVs presented in the IDEAS 2002 defense 

exhibition. The first design points to the three-stage model of SLV having 

a "lengthened common core booster without the strap on" and the other design uses 

"four strap-on boosters attached to the common core."47 Both designs were higher 

modifications of Shaheen-I/Mil and Shaheen-II/M-18 systems with an upgrading 

and changes in solid motors to increase the thrust of the booster of Shaheen 

systems. 48 Instead of SLV, these designs led to the development of the Shaheen-III 

multi-stage solid-fuel surface-to-surface ballistic missile, test-fired on 9 March, 

2015, having a 2,750-kilometer range49 and jointly designed by NESCOM and 

SUPARCO. Shaheen-Ill's test showed a strike role to cover the strategic targets of the 

Nicobar and Andaman islands in the Indian Ocean, coming in response to India's 

Agni III. 50 The hindsight purpose of Shaheen-III, however, was the gradual 

upgrading of Shaheen systems using existing expertise and hardware towards the 

development of a satellite launch vehicle. Two years later (24 January, 2017), 

Pakistan tested, Ababeel, a surface-to-surface medium-range ballistic missile capable 

of carrying multiple payloads. It is a multiple independently targetable reentry 

vehicle (MIRV). 51 As seen in Image 2, Ababeel is an improved version of the 

Shaheen-III system, with a third stage added. Pakistan's Ababeel has significant 
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similarities to the Chinese KuaiZhou KZ-1A system, except KZ-1A is a "four-stage 

rocket, using solid rocket engines on the first-, second-, and third-stage, and a liquid 

fourth-stage which is also the payload."52 The nose cone ofAbabeel is bigger than 

that of Shaheen-III and is designed for multiple payloads. Ababeel could probably be 

used for space launch to transport multiple payloads into space at one time, just as 

India did. Taimoor, as shown in the Image 2, could be an ICBM still in the 

manufacturing phase. 

u.>m 

C) N Bl.-ug., 2019 

, ... _ 
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............. 
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Fitting 3 warheads of 
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In issile body 1.8 m 
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Image 2 

Source:http://www.b14643.de/Spacerockets_1/Rest_ World/TaimoorNersions/ 

Taimoor.jpg 

Ababeel will be transported through a transporter erector launcher (TEL) vehicle to 

the launch site within hours, instead of weeks of preparation. Pakistan's national 

parade images reveal Shaheen-III on TEL, which is longer to accommodate the 

missile. The image below shows that this TEL is for a bigger system like Ababeel. 

Now when the need for the satellite launch vehicle seems to have been resolved, 

there are several other challenges for SUPARCO to advance the country's space 

program. 
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Image 3 

Source: Image from Inter Services Public Relations (ISPR) - Pakistan 

Insufficient Space Knowledge and Expertise 

The need for foreign assistance in satellite developments is Pakistan's dearth of 
trained professionals and weak economy as presented by the Pakistan Aqkan 
situation. The scientific education program requires special attention, particularly in 
the disciplines of applied sciences and space studies. There are only a handful of 
universities "offering aeronautical engineering degrees and there are yet fewer 
institutes committed to scientific research and development."53 SUPARCO is 
currently hiring graduates from two major institutions, the Institute of Space 
Technology (IST) and the National University of Sciences and Technology (NUST). 
The IST offers engineering in space sciences, electrical, mechanical, material 
sciences, avionics, aerospace, and satellite engineering. Some Ph.D. programs operate 
in collaboration with Chinese universities. 54 NUST offers aerospace engineering, 
avionics, and aeronautical engineering. Interestingly, within the space research lab of 
NUST, most of the faculty received training from the Pakistan Air Force Academy at 
Risalpur.55 Other educational institutions include Air University, Karachi University, 
and the University of Punjab. Karachi University offers graduation in Space Science 
and Technology and has a long association with SUPARCO. The University of 
Punjab has departments of metallurgy and materials engineering, electrical, and 
polymer engineering and technology with a focus on emerging technologies. Some 
faculty members are foreign qualified with Ph.D.s from the UK, New Zealand, and 
Australia. 56 The Air University offers a bachelor's degree and Ph.D. in electrical, 
mechanical, mechatronics, avionics, and aerospace engineering. Pakistan has only 
one university in the country that currently offers a Masters in Applied and 
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Computational Mathematics; however, no university is offering education on optical 
physics. SUPARCO's former chairman, Maj. Gen. Ahmed Bilal, also mentioned that 
"At a base level, two major disciplines in HR are lacking in Pakistan: i) Applied 
Mathematics, ii) Optical Physics." 57

Instead of creating universities to improve scientific education, Pakistan has been 
relying on foreign training programs/scholarships. In the early 1960s, the 
NASA-SUPARCO cooperation agreement trained Pakistani scientists and technicians 
at NASA space science centers. This practice continued and Pakistan sent over 500 
scientists to the United States.58 Most of them returned home to work for Pakistan's 
nuclear and missile program. The second generation of scientists received training in 
the 1980s when SUPARCO sent hundreds of engineers to the University of Surrey 
(England) in the development of UO-11, launched in 1984. From the year 2000 
onwards, "A very large number of young engineers and scientists were sent to foreign 
universities in the USA, the UK, France, the Netherlands, Germany, Sweden, China, 
and South Korea under the HEC-funded programs and from SUPARCO's budget."59

The commission also seeks cooperation with other space organizations such as the 
Office of Outer Space Affairs of UNO in Vienna, Asia-Pacific Space Cooperation 
Organization, Inter-Islamic Network on Space Science and Technology for training. 
It's not publicly known how many engineers/scientists return home after completing 
the training programs. Air Cdr. Arshad Siraj mentioned to the author that there were 
many returning scholars in the beginning, but they tapered off in the following 
years. 60 Pakistan's current government expedited some initiatives to prioritize the 
space program. In 2018, four major centers of excellence were created to augment 
space and allied sciences programs. These include the National Centre of Artificial 
Intelligence61, the National Centre of Robotics and Automation62, the National 
Centre for Cyber Security, and the National Centre of Big Data and Cloud 
Computing. These institutions are formed with "the mission of accelerating 
technological development through scaling up the availability of the scientific 
community to advance the national space and allied science programs."63 Apart 
from technical education, SUPARCO needs high-quality research to apply 
knowledge to create a product line that requires separate resource allocation in the 
national budget. 

Economic Challenges 

Pakistan's weak economic base delays SUPARCO's performance output. Pakistan 
has a "semi-industrialized economy that relies on manufacturing, agriculture, and 
remittances."64 As of July 2019, Pakistan's GDP is 5.79%, which is not good for the 
fast-growing population. According to the World Bank, Pakistan's current account 
deficit (CAD) in FY 2018 reached 6.1 from 4.1 of FY 2017.65 The economic trends 
of this year are more worrisome with the growth rate declining from 6.1 % to 3.3% 
in FY 2019 and is likely to go down to 2.4% by next year.66 Pakistan signed another 
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bailout package with the International Monetary Fund (IMF) of $6 billion. As of FY 
2018-2019, the country's defense budget makes up a fifth of the government's total 
spending, estimated to be around $8.5 billion.67 Given the current "critical financial 
situation ", the Pakistan military froze its defense budget, calling it "a voluntary 
cut."68 However, despite this arrangement, "the federal government hand over more 
than half its budget to the provinces and the rest is mostly eaten up by debt servicing 
and the military's vast budget."69 The current economic outlook poses more serious 
challenges to the space program even though the government promised that 
"SUPARCO will receive a budget of just more than $40 million for fiscal 
2018-2019."70 The debt has already ballooned over "Rs33 trillion, and an ambitious 
space program will likely pop this balloon."71 Despite functional prototypes, 
Pakistan does not have the technology for satellites because of the associated 
expense. The next thought is whether China would help Pakistan. 

On 29 April, 2019, Pakistan and China signed a space agreement a1mmg to 
"conduct scientific and technological experiments, astronaut training, along with 
manned space applications and achievement transformation."72 The federal minister 
for Science and Technology, Fawad Chaudhry, said, "China is Pakistan's natural 
entryway into space ... "73 But there are concerns about space ambitions. For 
instance, according to the Pentagon, "China's satellite launches are ominous."74

China's military"continues to strengthen its military space capabilities despite its 
public stance against the militarization of space " including the BeiDou navigation 
system and new weaponry. 75 Although seen suspiciously in the West," China and 
Pakistan have enjoyed over 20 years of cooperation in Space Science, Technology 
and Applications."76 China's space competition with the United States and India will 
benefit Pakistan in expediting its space endeavors as China is the best bet for 
Pakistan, which will share technology on soft loans. The greatest challenge here is 
the nonproliferation regime. 

The MTCR and Space Cooperation 

Under the Missile Technology Control Regime (MTCR), transferring missile-related 
technology hardware or knowledge or component that contributes to the 
development of missiles capable of carrying 500 kilograms of a payload a distance 
of 300 kilometers or more is strictly forbidden. Pakistan and China are not members 
of MTCR. Although China applied for membership in 2004, the members shared 
concerns about China's past export control policies, particularly regarding 
technology transfers to Pakistan and Saudi Arabia. Pakistan has not applied for 
MTCR membership yet. The catch for non-members is that ultimately the 
non-nuclear weapons states will have to give up their ballistic missiles capable of 
carrying a payload of 500 kilograms over 300 kilometers or more. Pakistan is not 
alone in benefitting from overseas' help with technology; India's space agency 
(ISRO) received missile technology, including "several cryogenic upper stages along 
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with the production technology," from Russia, while U.S. satellite transfers to China 
in 1993 later raised proliferation concerns.77 SUPARCO became victim to 
non-proliferation sanctions for technology reliance. These sanctions time to time 
affected SUPARCO's performance. For instance, in June 1991 the Bush 
administration levied missile sanctions on SUPARCO under the Arms Export 
Controls Act and the Export Administration Act of 1979.78 In 1994, China agreed 
to facilitate Pakistan in providing soft technology and develop the infrastructure for 
the ballistic missile program for Ghauri missiles. North Korea shared the hardware 
components (of Nodong and Taepodong missile systems) and helped to transfer 
Chinese technology through North Korea to Pakistan. "China is believed to have 
agreed to supply components like the guidance systems, the areas in which North 
Korea does not have sufficient technological capability."79 Apart from China and 
North Korea, some European countries also facilitated Pakistan in the early stages 
of rocket development. Like "France transferred technology to manufacture 
sounding rockets and German firms assisted in space research and supplied several 
tons of ammonium perchlorate, an ingredient of solid rocket fuel. The UK also 
helped with sounding rocket launches." 80 In 1995, the United States cautioned 
European countries on supplying missile-production equipment to SUPARCO. 

Because of these restrictions, SUPARCO contacted its Asian partners. However, it 
did not turn out well as Taiwan (March 1996) confiscated shipments of around 15 
tons of ammonium perchlorate for SUPARCO, shipped from North Korea.81 Just 
one month later, another shipment of ammonium perchlorate in a quantity to fuel 
nearly 25 missiles was seized by Hong Kong customs .82 Of course, SUPARCO 
denied the shipments. In 1998, SUPARCO came under sanctions again for 
"unspecified involvement" in nuclear and missile technology. Thus, under section 
102(b) of the Arms Export Control Act of the United States, the Bureau of Export 
Administration imposed more sanctions against India and Pakistan for denying their 
licensing of exports of items restricted under nuclear nonproliferation and missile 
technology.83 In 2001, President George W. Bush lifted the 1991 and 1998 sanctions 
by exercising waiver authority granted by Congress. 84 The new era of 
China-Pakistan space cooperation further tests the validity of MTCR in present 
times. According to the South China Morning Post, Pakistan had bought a highly 
sophisticated, large-scale optical tracking and measurement system that is critical for 
missile testing from China . 85 Pakistan is the first country with whom China shared 
the application of BeiDou navigation - a parallel system against the US GPS for 
commercial and military use.86 As"BeiDou boosts the capabilities of the People's 
Liberation Army in areas including weapons targeting, guidance, and other 
services," 87 it reduces China and Pakistan's reliance and vulnerability to future 
sanctions from the West. 
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What Can be Done? 

Now when Pakistan's government is prioritizing the country's space program, some 
measures need immediate attention for wider implications. First, Pakistan requires a 
strong scientific education base particularly in STEM (Science, Technology, 
Engineering, and Mathematics) discipline. Pakistan's education system is already in a 
crippling phase. The ad hoc policy of scholarships for training scientists and 
engineers is not a solution for developing a firm base for the space program. The 
current human resource comes from limited programs offering space 
studies/diplomas that lead to SUPARCO's institutional inbreeding. The government 
of Pakistan must reform education policies with greater emphasis on applied 
sciences. Because Pakistan's need for commercial satellites is rising every year, public 
demand for internet users is increasing. As of 2020, there are 76.38 million internet 
users in Pakistan, of which around 3 7 million use social media. For increasing 
greater awareness and interest in the national space agency, the rural population 
needs access to education and the internet. 

Second, SUPARCO, like several other space agencies of the world, needs civilian 
oversight to yield research and development and create a better work environment. 
Like other countries, SUPARCO needs to give contracts to government-owned, but 
not government-managed, companies. It needs to promote merit over seniority and 
reward young scientists/engineers to work and compete for their research projects to 
enhance innovation and promote ideas. The agency operating under military 
leadership is a less attractive workplace for young graduates. From independent 
reviews of the SUPARCO employees (former and current), only 53% recommend 
the organization for the job to newcomers and not one reviewer approves of the 
CEO of the organization, the chairman. 88 Out of 22 reviews, 31 % of reviews do not 
recommend the organization for the job. Employees' reviews also suggested that 
the"chairman should be within the organization and have at least relevant 
background to run the National Space Agency."89 The usual complaints are "no 
career progress ... , no respect for staff officials ... office etiquette is more important 
than productivity and timeliness."90 Some mentioned that "the talent gets rusted
here, no appreciation for hard work "91 while others complained about the behavior 
of senior management saying that "the immediate superior always suppress your 
complaint/request/application."92 One reviewer said, "qualification and performance
are not given very healthy weight. Rather, the seniority matters the most."93

"Remove the element of fear from within your employees. This will enhance their 
output," "Reduce procedures and encourage research work more."94 These
comments show dissatisfaction among employees who currently work or already 
left. Former chairperson SUPARCO also confirmed that "The National Command 
Authority just has a different work ethic. There are stringent requirements for both 
recruitment and performance."95
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Third, SUPARCO's institutional identity seems compromised and the institution's 
new role is unclear? The limited scope of focusing entirely on space satellites is not 
enough. SUPARCO's 2040 space vision allocated $22 million for the multi-mission 
program for launching five GEO and six LEO (low Earth orbit) satellites into space 
in cooperation with China. Apart from satellites, the missile production-related 
work is already given to other strategic organizations such as National Defense 
Complex (NDC), Air Weapons Complex (AWC), Defense Science and Technology 
Organization (DESTO), Pakistan Atomic Energy Commission (PAEC), and Pakistan 
Ordnance Factories (POF). It seems that SUPARCO provides the auxiliary support 
to buttress the nuclear program of the country instead of having an independent 
mission. One of the former chairmen said, "We do a lot of gratis work for the 
government ... By Sept 1, 2010, we had done about $4 million worth of gratis 
work."96 To keep its identity, SUPARCO needs to widen its expertise through a 
public-private partnership, create awareness of science and development at 
universities/schools to create human resource pool, and develop a competitive 
market for research and development in space exploration to reward youngsters to 
join the commission. 

Conclusion 

Pakistan's space program lags behind other Asian powers due to a lack of 
professional expertise in space sciences and applied studies. The commission never 
had the expertise for developing 'indigenous' missiles or satellites. The sounding 
rockets (Rahber-1 and 2) were Nike-Cajun rockets from NASA. From Ghauri 
systems to Shaheens, Pakistan has been taking assistance from Asian partners, 
particularly China, to develop its missile program. Instead of harnessing a strong 
education base for Science and Technology in the country, successive governments 
relied on makeshift arrangements of foreign training and technology assistance to 
complete projects. The research also concludes that Pakistan's Ababeel missile is a 
design for a satellite launch vehicle that the military tested in the missile role to deter 
India's ballistic missile program. The MIRVs test does not show the independent 
targeting capability of each warhead. The study also concludes that despite the 
government's ill-conceived space vision, SUPARCO as an organization faces serious 
challenges, particularly under military leadership. The slow pace of research and 
development, dissatisfaction among employees, and lack of incentive for young 
graduates to seek employment in the commission enunciate that the space agency 
needs dedicated mission and civilian oversight, as India has with ISRO. 
Pakistan-China space cooperation cannot give Pakistan a breakthrough against its 
regional competitor, India. The space expedition is costly. SUPARCO should benefit 
from the public-private partnership and invite private companies to invest in space 
exploration, taking inspiration from Elon Musk's SpaceX . 
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. . .  research is called for on what type of thermonuclear war might eventuate, and 
on the possible volume of material destruction and loss of human life that might 
occur in varying hypothetical attack situations. 1

The 2018 Nuclear Posture Review (NPR) emphasizes a return to great power 
competition in a world that is no longer preoccupied by violent Islamic 
fundamentalism in the Middle East and Central Asia.2 Great power politics are back 
in style, as the Trump administration made clear. In the post-Cold War era, the 
United States Department of Defense is focused on modernizing its nuclear 
enterprise in the face of an adversary that never stopped. Both Russian and Chinese 
aggression left the United States little option but to refocus its attention on nuclear 
and conventional operations and modernization designed to counter great power 
threats. 

Written once per administration and published only four times since its inception, 
the NPR is the Pentagon's primary statement on United States nuclear policy. 
Highlighting the importance of deterring adversaries and assuring allies, the Trump 
administration's NPR also emphasizes "the capacity to hedge against an uncertain 
future." 3

The United States' nuclear enterprise has yet to experience the long-term impact of a 
one-term administration's NPR. With transition into a Biden administration defining 
arms control policy and prioritization, it is uncertain how the semantics of a new 
NPR will be interpreted by great powers over the course of what is projected to be a 
second one-term administration. 

One thing is clear, nuclear planning always occurs in an uncertain world that is 
ever-changing and evolving. Strategic foresight, specifically offered by scenario 
planning, provides nuclear planners tremendous utility in preparing for this 
uncertain future. 

NUCLEAR PLANNING OF THE PAST 

Herman Kahn, a leading Cold War nuclear theorists, physicist, and military 
strategist, saw this future. While working as a young defense analyst at RAND 
Corporation, Kahn told brief stories to describe the many possible ways nuclear 
weapons technologies could be used by hostile nations. 4 His storytelling was not a 
literal picture of predictability but were narratives driven to create an actual sense of 
plausibility. Credited for first using the term "scenario" to describe an uncertain 
future, Kahn did not leave planners without methodologies for assessment and 
analysis.5 Scenario analysis, also referred to as scenario planning, emerged after 
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World War II as a forecasting tool. The global impact of thermonuclear warfare was, 
for Kahn, a topic surrounded by unconventional questions in planning for an 
uncertain future. Utilizing the Monte Carlo technique, coined by Stanislaw Ulam, 
who is best known for designing the hydrogen bomb with Edward Teller, scenario 
planning measured probabilities of plausible futures . .6. 

Monte Carlo simulation is a technique used to approximate the probability of an 
event by running the same simulation multiple times and averaging the results.LThe 
Monte Carlo method's primary focus is application of random sampling to problems 
of applied mathematics . .8.... The variables within the sampling provide calculations of 
averages, or means, across the problem set. Kahn utilized the Monte Carlo Sampling 
Technique, specific to the design and usage of variance reducing techniques through 
the analysis of importance sampling, Russian roulette and splitting, use of expected 
values, correlation and regression, systematic sampling, and stratified sampling.2.

These models of analysis are best described as forecasting tools within the science of 
strategic thinking. According to Irene Sanders, "Forecasting is a familiar tool for 
getting advance information about the future, and is based on analysis of existing 
conditions and trends. Through analysis and the use of mathematical models, 
forecasters estimate or calculate a future state." 10

When forecasting is applied to subject areas such as economics, the reliability of 
measuring results is more predictable and lends itself to accurate results. In contrast, 
when forecasting is applied to subject areas such as politics, the reliability 
significantly diminishes and the complexities significantly increase. For these 
reasons, forecasting is not as reliable an instrument when measuring uncertainty for 
scenario planning, which is deeply engrained in social, ideological, and behavioral 
conditions. 

In comparison to forecasting, foresight allows for the examination of plausible 
futures by measuring uncertainty through qualitative analysis. Sanders notes, 
"Foresight is the ability to see what is emerging-to understand the dynamics of the 
larger context and to recognize new initial conditions as they are forming. With 
foresight, we see the future as it is taking shape."11..Foresight both illuminates key 
threats and opportunities and can also deliver fully specified decision analysis. 12

Analytical rigor is central to effective foresight, "uncertain times require more rigor, 
not less." 13

Due to complexities in the analysis and computing of scenarios, Kahn's 
measurement of uncertainty faced near-extinction if not for his comrades in the film 
industry. The inspiration behind the character Dr. Strangelove, from the Dr. 
Strangelove film, is a result of Kahn's influence among his Hollywood 
producer-friends set. Foreshadowing the "what if" of a nuclear brinksmanship 
greatly influenced science fiction, the imagery of future worlds, and the plausibility 
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of "something going wrong with the hydrogen bomb." 

During the 1970s, Royal Dutch-Shell and researcher Pierre Wack picked up the 
process and utilized scenario planning within the petroleum industry. 14 While the 
process of scenario planning was spared, the methodology became overly reliant on 
qualitative analysis and less effective in its ability to provide quantitative results. 
Scenario planning, for the first time, was able to successfully utilize foresight in 
providing strategic insights into problems in which forecasting had failed previously. 
Current widespread adaptations and best practices used in scenario planning are 
central to the work of futurists, academics, and organizational leaders. What was 
created for a military training tool, specific to nuclear proliferation, has found its 
mainstay in the mainstream private sector. 

Scenario planning by its original design and implications is a nuclear and military 
strategist's process. In an era of great-power competition, it is time to return 
scenario planning not only to its roots but also to a methodology conducive for 
analyzing 21st century United States national security which begs the question: what 
might Kahn say? 

Kahn recognized how quantitative analysis alone may demonstrate certainty while 
also limiting interpretations. This in turn results in causing massive failure to 
respond and prepare outside the scope of that data.15 He understood that Western 
problems would not be solved with purely military solutions; however, Kahn also 
recognized that every solution would require participation from a well-designed and 
employed military. Kahn was a master of perspective. His worldview was further 
balanced by recognizing the importance of an idealists' influence to a realists' 
world.16 Kahn equally acknowledged that danger exists if the realists' contribution is 
not recognized. 

Scenario planning is a methodology that can unify the messaging within the 
executive and legislative branches for these sobering futures of uncertainty. Kahn 
saw the importance of the executive office and senior leadership as serving as the 
primary national security decision maker.17 At the same time Kahn reasoned that 
public debate was to be reserved for technical conversations that could be fully 
explored and researched as opposed to being for purely ad hoc politically 
convenient uses. 

Nuclear-armed states should know the United States and its allies are not only 
planning for a nuclear response, should tensions mount to such a level, but that 
American decision makers are actively planning for myriad plausible futures. At the 
height of the Cold War, Kahn's lectures were available to everyone. He wanted 
Russia to know and hear American debate on the subject. The same objections Kahn 
faced when positing his position to sensitive (unclassified) topics still remains: 
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No one should attempt to think about these problems in a detailed and rational 
way; what thinking there is on these problems should be done in secret, by the 
military exclusively or at least by the government; and even if some of this thinking 
must be done outside the government the results of any such thought should not be 
made available to the public. 18

In 1960, Kahn feared that the world might not make it to 1965; yet, over 55 years 
later we have found our way back to not only a similar but increasingly dangerous 
nuclear proliferation environment. 19 Kahn focused on avoiding disaster, and buying
time, without specifying the amount of time that could be bought. This, of course, 
assumes time was for sale and there were interested buyers; the same clock is still 
ticking. The questions Kahn posited remain in current circulation within the 
professional military education system: 

·How likely is accidental war? How can one make it less likely?

·How dangerous is the arms race today? What will it be like in the future?

·What would conditions be like if a nuclear attack leveled 50 of America's largest
cities? Would the survivors envy the dead?

·How many million American lives would an American president risk by standing
firm in differing types of crises? By starting a nuclear war? By continuing a nuclear
war with the hope of avoiding surrender?

·How many European, Soviet, and other lives would he risk?20

In the face of modernizing the nuclear arsenal, it is time to modernize the questions 
and processes used for assessing these uncertainties. This is where scenario planning 
is of particular value. 

If Kahn were alive today, how would he approach planning for hedging nuclear war 
and responding to a nuclear holocaust? While current adaptations of scenario 
planning hold value for strategically thinking about nuclear modernization and 
required capabilities, they fall short in the ability to project recommendations for 
implementation and possible courses of action for military strategists. Forecasting, 
or quantitative analysis, is helpful and supports force development and structure. 
Foresight, or qualitative analysis, expands the opportunity as a useful tool in 
thinking about warfighting. 

This is where the nuclear enterprise holds a stake in taking back a process that was 
created specifically for this community and its specific challenges. Through 
globalization and multiculturalism, the competing values and norms domestically 
and internationally are very different from Kahn's time. However, the sophistication 
and advancement of technology through machine learning, artificial intelligence, and 
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autonomous robotics opens the portal to not only a whole new world but also a 
new way to view the world. 

NUCLEAR PLANNING FOR THE FUTURE 

Shortfalls that Kahn experienced with forecasting complex scenarios are overcome 
today by a number of tools that were not available 50 years ago. The benefits found 
in qualitative exploration of alternative futures can be synced with existing learning 
platforms, such as but not limited to augmented reality and virtual reality, to 
channel these scenarios in real-time engagement to experience the outcomes of 
idealists' and realists' perspectives. In addition, mixed methods research design 
incorporates both qualitative and quantitative analysis.21 These knowledge claims 
allow for examination of pragmatic assumptions that test closed-ended measures 
with open-ended observations. 

In its own way, Monte Carlo simulations were a precursor to artificial intelligence 
(Al). AI provides answers measured as probabilities. Monte Carlo simulations did 
the same thing, at a much longer rate, often running answers overnight. 

A problem does not have to be very complicated before it gets too difficult for even 
a modern high-speed computer to do in a straightforward fashion. One of the most 
powerful techniques available that will often make a seemingly intractable problem 
tractable, if not easy, and one that is particularly well suited to the electronic 
computer, is the so-called Monte Carlo method.22

This is where context matters. Kahn made this statement in July 1957. In January 
that year, John E. Kilpatrick of the Rice Institute received a $150,000 contract from 
the Atomic Energy Commission, Division of Research, in Washington, D.C.; Kahn 
was attempting to explain Kilpatrick's approach. Kilpatrick's commission was the 
construction of a high-speed digital computer to aid in analysis.23 This computer 
was the size of a room. Today's cell phone technology has more computing 
capability. Technology has advanced greatly. Scenario planning used to analyze 
uncertainties around the nuclear enterprise has not advanced at the same rate. 

Utilizing and capitalizing on technology advances propels the future of scenario 
planning for nuclear planning beyond wargaming. "Game theory is not only the 
study of games, per se, but is more generally the study of any conflict situation 
... The subject matter of Game Theory is usually a highly idealized abstraction of 
real life. Therefore, most of the games that have been studied do not have 
(numerically) important normative or predicative aspects."24 Gaming scenarios often 
present desirable choices or versions of realities. Combining foresight with 
forecasting is more difficult to game ; however, the results yield realistic plausible 
scenarios as opposed to idealized versions of reality.What gaming lacks normatively, 
21st century models of scenario planning can contain the ability to be both plausible 
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and predictable. 

The untapped potential of this aspect of nuclear planning is an opportunity for 
researchers. The impact of Kahn's views of strategic deterrence remain influential 
within national security policy. This is only half of Kahn's premise. He not only 
provided ideas but also methodologies in which to educate, explore, and evaluate 
these uncertain futures. Kahn's technological limitations are not ours. 

In today 's world, Kahn would undoubtedly have advanced his research in areas 
where the United States has grown stagnant in measuring in the face of 
modernization; this is an unfortunate conundrum with limitless opportunity. 
Scenario planning expands opportunities for unclassified discussions for military 
leaders and partners from academia, industry, and government to channel questions 
and debate in a constructive manner. The immersion of conversation into virtual 
worlds that can be measured, felt, and experienced as part of the debate is a 
productive solution for modernization of the nuclear enterprise. 

It is not only the responsibility but also an obligation to utilize technological 
advancements for not just the sake of research and development but also for the 
sake of furthering progress for strategic deterrence and assurance. Technology 
platforms contain the ability to integrate forecasting and foresight to produce the 
most advanced forms of insights imaginable. This requires collaboration and 
contributions from the defense sector, private industry, and academia to carry out 
the processes that Kahn imagined. 

Scenario planning holds value as a strategic messaging instrument that shapes the 
future narrative of the United States' national interests. By not only asking questions 
from defensive and offensive postures, scenario planning propels the United States 
into a future posture. Scenario planning has the power to strategically accelerate our 
posture militarily and diplomatically. "By developing scenarios that include obvious 
as well as less obvious futures, this process also enables policymakers to hedge 
against uncertainty. Indeed, a crucial lesson that emerges from scenario based 
planning is the need to prepare, or at least hedge, against the prospect that a future 
that reflects the characteristics of one or several scenarios may emerge."25

Michael Fitzsimmons of the United States Army War College's Strategic Studies 
Institute highlights in his monograph on scenario planning that "the approach has 
fallen short in shaping strategy and force structure."26 Fitzsimmons outlines very few 
disputable points in his argument. He highlights that when bureaucratic operations 
of the Department of Defense's decision-making processes converge with the 
uncertainty and complexity of scenario planning, what is intended to be a 
straightforward imperative becomes increasingly complex. There is a limitation to 
the analysis. 
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Variations of scenario planning are beneficial when used as a strategic thinking 
exercise. Fundamentally, scenario planning's history is rooted in measuring the 
uncertainty of nuclear proliferation. While scenario planning definitely holds value 
beyond this area, the present-day processes and application are challenging in 
transferring the practice from private industry back to the military. Stakeholders, 
players, risks, gains, and losses mean two very different things to CEOs and 
uniformed leaders. Beyond strategic thinking, the processes fall short in their ability 
to implement decisions. Commanders make decisions. Devoid of data and facts, it is 
very limiting to make informed decisions surrounding the United States' most 
sensitive topics. 

By bringing together advocates of scenario planning to create mixed method 
processes for analysis in both exploring and proactively (both offensively and 
defensively) preparing for uncertain futures, the call from the NPR is answered. In 
taking scenario planning back to its original design, it is the marrying of qualitative 
with quantitative analysis that will garner the attention of decision-makers. Ideas 
about the future are not the same as indicators about the future. In measuring 
nuclear uncertainty, indicators are currently missing. 

Arguments around the nuclear enterprise are cyclical in a generation that is vastly 
different from the Cold War. Faced with modernizing an aging arsenal, at a price tag 
of $1 trillion over two decades, the United States faces an uncertain future against 
great powers that are certain to remain adversaries. Kahn laid the framework for 
scenario building, and there is great opportunity to build on his vision for not only 
assessing but seeing the future. Tapping into augmented and virtual realities through 
artificial intelligence are methods in which to experience the realities of our 
decisions; whatever they may be. 

"When our reluctance to consider danger brings danger nearer, repression has gone 
too far."27 Part of the return to great power competition in modernizing the nuclear 
arsenal is not only acknowledging an uncertain future but exists in modernizing 
scenario planning in direct correlation to describe and prepare for the future. It is 
forever unknown how Kahn would view today's nuclear debate, but it stands to 
reason in thinking about the future, he would not be asking yesterday's questions. 

*Dr. Brooke Mitchell is a George Washington University Nuclear Security Working Group Fellow. She
works on Capitol Hill for a member of the United States Congress and leads appropriation portfolios
for defense, energy and water, and military construction and Veteran's Affairs. Dr. Mitchell also serves
as manager for the Congressional Nuclear Working Group. In addition, Dr. Mitchell is the Chief
Academic Officer for the Small Business Consulting Corporation and principal investigator for Air
Force Global Strike Command's (AFGSC) National Nuclear Strategy and Global Security Workshop
for Practitioners.
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National Security and American Polarization: The Competition for Truth 

October 13, 2020 

Thank you for the great privilege of joining you for the Academy Assembly and 
thanks, especially, for your decision to serve your country and your fellow 
servicemen and women during what, I believe, is a time of growing danger to 
American security, prosperity, and influence in the world. But I am confident that 
you will make significant and lasting contributions across a career of service and 
help build a better future for generations of Americans to come. 

The crucial challenges we face today include those that revisionist powers China and 
Russia propose; growing transnational threats from pandemics to jihadist terrorists; 
hostile states such as Iran and North Korea; and the potential for proliferation of the 
most destructive weapons on Earth and destructive technologies that have made 
space and cyberspace competitive domains with implications for security across our 
planet and in the physical world. But the most pernicious danger to our future may 
lie closer to home, and that is why our society is in danger. 

It is in danger because it is diminishing our confidence and I was very glad to see the 
topic you chose for this year's Academy Assembly. Political polarization affects not 
only our ability to overcome crucial challenges to our security, prosperity, and 
influence in the world, but also our confidence in who we are as a people and in our 
democratic principles, institutions, and processes. We all have a role in overcoming 
it. As a historian, I try to understand how the recent past produced the present as the 
first, and essential, step toward making projections into the future. So I thought I'd 
begin with a description of how we lost confidence in our ability to conduct a 
sustained and effective foreign policy before recommending how we might improve 
our confidence, in part, through rebuilding our strategic competence. And we could 
all work to understand divisions in our society and suggest what we might do as 
military professionals and citizens to overcome those divisions and restore the pride 
and confidence necessary to come together as Americans and strengthen our nation 
from within as we cope with challenges that originate abroad. 

Our strategic competence has diminished since the end of the Cold War. I witnessed 
that loss. In 1989, I was a captain in the 2nd Armored Cavalry Regiment, 
headquartered in Nuremberg, Germany. Our regiment patrolled a stretch of the Iron 
Curtain, along 375 kilometers of the West-German/East-German border and 365 
kilometers of the German-Czech border, and Eagle Troop portrayed a portion of 
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that border around Kohlberg. This is the town where Martin Luther translated the 
Bible into German; the town that is also home to what I believe are some of the best 
beers in the world. That November, the Iron Curtain parted and the Berlin Wall fell. 
The throngs of East Germans who flooded across the border presented our scouts 
with bouquets of flowers and bottles of wine. There were hugs and tears of joy. The 
East German government withered away. The Soviet Union collapsed. America won 
the Cold War. But then came a hot war, far away from the Iron Curtain. 

In 1989, Saddam's first decade as dictator was coming to a close. He should have 
been fatigued. In 1980, he had started a disastrous eight-year war with Iran that 
killed over 600,000 people. Since seizing power in 1979, he had murdered over one 
million more people, in a population of 22 million, including an estimated 180,000 
Kurds and a genocidal campaign in which he used poison gas to massacre entire 
villages. But in 1990, Saddam felt more underappreciated than fatigued. Had he not 
defended the Sunni Muslim and Arab world against the scourge of Iran's Shia 
Islamist revolution, [and did] not Kuwait, Saudi Arabia, and other states owe him a 
debt of gratitude and cash to pay off his war debts? 

On 2 August, the first of over 300,000 Iraqi troops poured into Kuwait to make that 
small, but wealthy, nation Saddam's 19th province. President George W. Bush and 
his team got a coalition of 35 nations to agree that the annexation would not stand. 
Those same troopers who were patrolling the West German/East German border in 
November 1989 arrived in Saudi Arabia just after German reunification day, almost 
exactly one year after they watched the Iron Curtain part. Three months later, Eagle 
Troop was leading the so-called "left hook" to crush Saddam's Republican Guard 
and kick open the door to Kuwait with a blow from the western desert. By 26 
February, 1991, the 2nd Armored Cavalry Regiment had been in Iraq for three days. 
We had initiated our attack after an extensive air campaign that degraded Saddam's 
army significantly. Eagle Troop had nine 70-ton Abrams tanks and 12 Bradley 
fighting vehicles. We also had three of these new devices called GPS. They worked 
sporadically so scouts navigated mainly by dead reckoning in a flat, featureless 
desert. Most importantly, though, Eagle Troop had 132 soldiers who were 
well-trained and confident: confident in their equipment and confident in each other. 
We were soldiers bound together by mutual trust, respect, and affection. 

At 4:07 p.m. on the 26th, we encountered a much larger defending enemy force of 
Iraq's Republican Guard. We achieved an early advantage in that fight and followed 
our initial blows with an assault that destroyed that force in approximately 23 
minutes. Our fight was a lopsided victory in a larger battle at a war that were 
lopsided victories. In retrospect, though, those successes that I had the opportunity 
to bear witness to in Bavaria and at the Battle of 73 Easting marked the end of an 
era. American leaders across both political parties had reason to be confident. But 
overconfidence led to complacency. Many forgot that the United States had to 
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compete in foreign affairs and embraced three flawed assumptions about the 
emerging post-Cold War era. 

First, some believed that an arc of history had guaranteed the primacy of free and 
open societies over authoritarian and closed systems. The expansion of liberal 
democracy was inevitable. Second, some assumed that the old rules of international 
relations were now irrelevant. Global governance in a great power condominium 
would displace rivalry. Third, some asserted that America's unmatched military 
prowess would guarantee full-spectrum dominance over any potential enemy. What 
some called the revolution in military affairs had ended military competition. All 
three assumptions were false. From Vladimir Putin in Russia to the Kim family 
regime in North Korea, autocracy is alive and well. 

Jihadist groups from Al Qaeda to the Islamic State have bypassed the United States' 
superiority in conventional warfare and engaged in asymmetric warfare, and a new 
great power competition emerged as the Chinese Communist Party leadership spoke 
the language of cooperation while conducting one of the greatest peacetime military 
buildups in history, suppressing freedom at home, exporting its authoritarian model, 
and undermining international organizations and the rules-based international 
order. 

Hubris is an ancient Greek term defined as extreme pride that leads to 
overconfidence and often results in misfortune. In Greek tragedies, the hero vainly 
attempts to transcend human limits and does not listen to warnings that portend 
disaster. Consider this from the preface of President Bill Clinton's December 2000 
National Security Strategy: "As we enter the new millennium, we are blessed to be 
citizens of a country enjoying record prosperity with no deep divisions at home, no 
overriding external threats abroad, and history's most powerful military. Americans 
of earlier eras may have hoped to one day live in a nation that could claim just one 
of these blessings. Probably few expected to experience them all. Fewer still, all at 
once." 

At the turn of the century, we were set up for a Greek tragedy. U.S. leaders failed to 
appreciate that the Gulf War seemed easy, mainly because of Saddam's ineptitude, 
and a very narrowly circumscribed political objective: just return Kuwait to the 
status quo ante. Give Kuwait back to the Kuwaitis. Meanwhile, as my friend and 
fellow historian Colonel Conrad Crane observed, our enemies and adversaries 
learned that there are two ways to fight the United States military: asymmetrically or 
stupidly. Al Qaeda chose the former and on September 11th, 2001, 19 terrorists 
used box cutters and airplanes to commit mass murder attacks that took the lives of 
nearly 3,000 innocents and inflicted trillions of dollars of losses on the American 
economy. 

Those flawed assumptions of the 1990s stemmed from what we might call strategic 
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narcissism, the tendency to define problems as we would like them to be. Strategic 
narcissism encourages the conceit that others have no aspirations or agency, except 
in reaction to U.S. policies enacted. It generates policies and strategies that are based 
on what the purveyor prefers rather than what the situation demands. Today, 
strategic narcissism fosters a sentiment among many in both political parties that 
after long and costly wars, U.S. disengagement from overseas challenges would be 
an unmitigated good. 

The excessive optimism of the 1990s shifted to extreme pessimism due to the 
financial crisis of 2008 and the unanticipated length and difficulty and cost of the 
wars in Afghanistan and the wars in the Middle East. Pessimism generated a bias 
toward resignation and an associated tendency to view retrenchment or withdrawal 
as the best way to reduce costs and advance American interests. 

For example, the Trump administration has recently portrayed the decision to 
withdraw small contingents of U.S. forces that are enabling Afghan and Iraqi forces 
to bear the brunt of the fight against Jihadist terrorists as protecting rather than 
jeopardizing hard-won military gains. 

Those decisions overlooked the lesson of the Obama administration's complete 
withdrawal from Iraq in December 2001. U.S. disengagement at that time created 
ideal conditions for the massive Islamic State offensive in 2014, which eventually 
allowed the most destructive terrorist organization in history to control territory the 
size of Britain. The most adamant advocates of disengagement are archetypes of 
strategic narcissism. They believe that the United States is the principal cause of the 
world's problems. Our presence abroad, they argue, creates enemies. Our absence 
would restore harmony. The United States, therefore, is to blame for antagonizing 
Russia and China. America, they believe, causes jihadist terrorism because U.S. 
presence in predominantly Muslim countries generates a natural backlash. The 
United States drives nuclear proliferation, they argue, because states like Iran and 
North Korea need those weapons to defend against an aggressive United States. But 
the historical record makes clear that American behavior did not cause Russian and 
Chinese aggression, jihadist terrorism, or the hostility of Iran and North Korea. 
Disengagement would not solve any of those challenges, despite the ahistorical 
nature of their argument. Calls for American withdrawal are bound to gain 
adherents these days as the nation emerges from our triple crises associated with the 
pandemic, economic recession, and social unrest sparked by the murder of George 
Floyd. 

The balance of power has been shifting against the United States and other free and 
open societies. Much of that shift has been self-inflicted. Strategic narcissism has 
impelled overoptimistic policies that underappreciated the risks and cost of action, 
as well as pessimistic policies that underestimated the risks and costs of inaction. 
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There is an alternative: sensible and sustained engagement. The COVID-19 
experience reinforces a fundamental lesson of September 11, 2001: threats that 
originate abroad, if not checked, can move rapidly across our world. Once they 
penetrate our shores, the cost to the American people can prove difficult to bear. 

Moreover, it is much cheaper to deter Russia or China with strong alliances and 
forward-positioned American joint forces than it would be to bear the costs of a 
catastrophic war triggered by Kremlin or Chinese Communist Party aggression. It is 
indeed past time to restore America's strategic competence based on a clear 
understanding of crucial challenges to American security, and, what the historian 
Zachary short-terms "strategic empathy", the recognition that others exercise 
influence and authorship over our collective future. Empathy displaces narcissism 
with an appreciation of the emotions, aspirations, and ideologies that drive and 
constrain the other, particularly rivals, adversaries, and enemies. All of you have a 
role in overcoming strategic narcissism and fostering strategic empathy. Your 
education at the Academy is important, especially, I would argue, in the disciplines 
of military and diplomatic history. 

Your great institution is ideally positioned to develop strategic competence by 
enriching the history curriculum and connecting the study of history to the 
interdisciplinary study of strategy. I think the initiative underway now with the 
Institute for Future Conflict is immensely important and the Academy should be 
credited for this important initiative that will be critical to restoring our strategic 
competence. So let's look at this interdisciplinary study of war and warfare and of 
strategy. What should we aim for? I think the study of history, to think in time and 
to reason by historical analogy. We often neglect continuity in the nature of war and 
are captured by change. We believe that really, the next war will be fundamentally 
different from all that have gone before it. The study of security studies to better 
understand geopolitical trends and essential elements of effective strategy. Language, 
geography, and area studies to understand enemies, adversaries, and populations 
among whom wars are fought. Sociology and political science to understand 
civil-military relations in our society and to help maintain the connection between 
our military and those in whose name we fight and serve. Psychology to understand 
the cognitive pitfalls associated with blunders and strategic failures. Philosophy, 
theology and ethics and law to develop empathy and solidify a commitment to 
moral and ethical conduct in war consistent with our values. Leadership to 
understand how to develop and execute strategies as well as provide the purpose, 
direction and motivation necessary to lead our military to lead our servicemen and 
women to maintain morale and also to maintain popular will in war. 

So the study of history in the interdisciplinary study of war strategy is essential. It's 
essential so that the hard-won lessons learned from our recent conflicts do not, in 
the words of the historian Carl Becker, "lay inert in unread books". But we must go 
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beyond improving our competence and do our part to generate the confidence 
necessary to implement a sustained approach to foreign policy and national security. 

George Floyd's murder and the deep divisions in our society laid bare in the wake of 
his murder and during the protests and the violence sparked in the midst of a 
pandemic have sapped confidence in our common identity as Americans. I believe in 
part it is a lack of empathy for one another that is catalyzing a destructive 
combination of identity politics, vitriolic partisan rhetoric, bigotry and racism. Lack 
of empathy is rooted fundamentally in ignorance. Those who know least about 
issues and who are strangers to their fellow Americans seek affirmation of their 
biases rather than knowledge. They judge their neighbors rather than try to 
understand their perspective. 

History, I believe, can play a role here as well. We might reinforce the worn fabric of 
our society by considering how our past produced our present. Divisions in our 
society and civil unrest associated with them are not new. A broad historical 
perspective leads us to the conclusion that we are still coping with the legacy of 
slavery. As bias and vitriol contaminate the information environment today, the 
manipulation of history remains an important and important tool for those who 
want to sow division and conflict rather than foster unity and goodwill. Ignorance 
of history compounded by the abuse of history undermines our ability to work 
together and improve our nation and our society, because it saps our national pride. 
As the late philosopher Richard Rorty observed, National Pride is to countries what 
self-respect is to individuals, a necessary condition for self-improvement. 

Pride in our nation should not derive from a contrived, happy view of history but 
rather from a recognition that the American experiment in freedom and democracy 
always was and remains a work in progress. For example, the Emancipation of 4 
million people after the most destructive war in our history was only the beginning 
of a long journey for equal rights. Milestones along that journey included the failure 
of reconstruction after the Civil War, Jim Crow segregation, and the rise of the Ku 
Klux Klan and "separate but equal." 

In the 1960s, the civil rights movement dismantled the legal basis for Jim Crow 
segregation. But cultural, economic, educational, and other forms of 
disenfranchisement continued. The manipulation of history was foundational to the 
obstruction of equal rights for black Americans, as the myth of the lost cause 
portrayed slavery as benign instead of cruel and the Civil War as a noble effort to 
preserve states' rights rather than slavery. But it is also an abuse of history to cast 
the American Revolution as an effort to preserve slavery rather than a righteous 
struggle to found a nation on principles that ultimately rendered that horrible 
institution unsustainable. It is indeed possible to celebrate the principles enshrined in 
our Declaration of Independence and Bill of Rights, and also recognize that much of 
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our history has cut against those principles, and that work remains to realize them. 
We are fortunate. We are fortunate that we can make progress because our Republic 
was founded on the radical idea that sovereignty lies neither with King nor 
parliament, but with the people. 

With just over, you know, I guess maybe about a month or so a month to go, before 
the November elections, we might ask candidates for office, or the American people 
might, not cadets at the Academy, to give us their answers to the following questions 
while also considering what we might do ourselves because we have agency as 
citizens in our country. How to rebuild trust in American institutions at the national 
and local levels, with an emphasis on police reform, police-community relations, and 
the rule of law? How to rekindle hope among rural and urban communities that 
have lost sight of the American Dream by improving education, abolishing the soft 
bigotry of low expectations, strengthening families and fostering new economic 
opportunity? How to urge our representatives in government to set an example for 
bipartisanship and address fundamental causes of polarization in America? How to 
inspire more Americans to serve in organizations, like yours, that bring people 
together from all racial, ethnic, religious and economic backgrounds such that, as 
happens routinely in our military, where prejudice gives way to understanding, 
mutual trust, and pride in serving the nation and one another? How to improve 
civic education to instill pride in the vision of our founders and the uniqueness of 
our democracy while recognizing, as our founders did, that the American 
experiment requires constant nurturing and improvement? And of course, as I 
mentioned at the outset, how to develop a reasoned and sustainable foreign policy 
to secure freedom, achieve peace, and promote prosperity for generations to come? 

As we discuss all of the above, we should give at least equal time to what we agree 
upon before we clarify areas of disagreement. For example, we might all agree that 
it is right to express outrage over the murder of George Floyd and police brutality 
directed against minorities and also agree that it is wrong to use peaceful protests as 
a cover for destructive violence and criminality. And perhaps what is most in our 
power is to maintain our military professionalism and, in particular, that bold line 
between service in our military and partisan politics. Particularly disturbing to me 
has been the efforts on the part of politicians on both ends of the spectrum to drag 
the military into partisan disputes, with some suggesting that the military was with 
one party or another side. Our military fights to defend the freedom and security of 
all Americans, and we might remember that on 11 September, 2001, Al Qaeda did 
not attack Republicans or Democrats; they attacked Americans. We are part of a 
profession in which we are bound together, bound together by an oath to our 
Constitution. We are called to a mission far larger than ourselves or any 
micro-identities, including political parties. As leaders, we build cohesive teams 
bound together by common purpose, mutual respect, and a willingness to sacrifice 
for our mission, for our nation, and for one another. We are part of organizations in 
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which the man or woman next to you is willing to give everything, including their 
own lives, for you. We have no time for prejudice based on race, religion, sexual 
orientation, or any other category. Good military units take on the qualities of a 
family in which prejudice and bigotry have no place. 

So while we should be concerned about the polarization in our society, we should 
remain confident in our principles and who we are as a people and who we are as a 
military profession. We can do our part. We can do our part by maintaining our 
professionalism, resisting efforts to drag us into partisanship, reaching out to our 
fellow Americans, and engaging in respectful debates, especially within our military 
family, about issues important to our future, rejecting demagoguery rooted in 
ignorance, bigotry and racism, and, of course, supporting it, defending our 
democracy and the Constitution of the United States. 

Thank you. Thank you all of you for what you will do to help our nation rebuild 
strategic competence, grow our confidence, protect our great experiment in 
democracy, and create a better future for generations to come. What a privilege it's 
been to be with all of you, and I look forward to seeing where you'd like to take the 
discussion. Thank you . 

..'.::_Lt. Gen. Ret. H.R. McMaster served as the U.S. National Security Advisor during 2017-2018 and is 
a Fouad and Michelle Ajami Senior Fellow at the Hoover Institution, Stanford University. He also 
authored a recent book, Battlegrounds: The Fight to Defend the Free World (HarperCollins, 2020). 
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Introduction 

Whether it is troop movement across terrain, the performance of military aircraft, or 
the time required responding with national force, speed has always been a critical 
element in securing U.S. national security objectives.Indeed, Sun Tzu acknowledged 
that speed is the essence of war, and an essential component in speed is technology. 
Emerging technologies influence and alter strategic analyses as they are developed 
and deployed. 

Russian hypersonic weapons have been the most recent to make the news, touting 
capabilities which can maneuver past missile defense systems.1 With that in mind, 
China is also developing this type of weapon system, but the U.S. was the first to 
test it.These weapons present myriad risks and threats to nuclear deterrence, 
strategic stability, and crisis stability because of their unique capabilities. 

The hypersonic velocity regime is defined by NASA as an object moving between 
five and 25 times the speed of sound at sea level (Mach 5 to Mach 25).2 There are 
two types of hypersonic weapon operating in this speed regime. The first group is 
air-breathing vehicles which use incoming air towards and through the missile as a 
means of propulsion. Air-breathing vehicles, or cruise missiles, tend to fly close to 
the Earth's surface, making them difficult to monitor with current detection 
technology and methods. The second group of hypersonic weapons is the hypersonic 
glide vehicles (HGVs). These are launched into the exo-atmosphere with one or 
more rocket stages before the reentry vehicle is released, and then glides to its target. 
The rocket-propelled period is referred to as the boost phase; all HGVs use a boost 
phase and are sometimes called boost-glide vehicles (BGVs). 

The HGV name refers to two types of glide: glide and skip-glide. Proceeding from 
the ballistic phase, the glide vehicle dives and then performs a perigee pull-up 
maneuver. Depending on design, the vehicle may then enter an equilibrium glide 
trajectory before diving to the target. Alternative designs will, after pulling up, enter 
a skip-glide trajectory which allows the RV to bounce across the surface of the 
upper atmosphere. Given the performance principles of air-breathing hypersonic 
weapons, such weapons would be subject to the limitations set forth in the INF 
Treaty and New START as they are unmanned and utilize onboard power plants 
and lift-generating surfaces together for half or more of the trajectory.3 

HGVs, on the other hand, do not fully meet either cruise or missile definition. A 
HGV may use lift and may be unmanned for most of its trajectory but does not 
utilize a power plant. The HGVs' manipulation of aerodynamic forces to reach the 
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target and to ensure a stable glide means that HGVs are guided and do not act 
exclusively under the effects of drag and gravity. The boost-glide trajectory is hence 
non-ballistic. The brief ballistic moments in HGV trajectories comprise only a 
fraction of total flight time, not meeting the 50% ballistic parameter in New 
START.4 The significance of these facts is that HGVs are unregulated technologies 
that pose new capabilities and new military threats, raising questions for strategic 
stability. 

This paper will present the strategic reasons for U.S., Chinese, and Russian 
development and the benefits and risks of both national and foreign hypersonic 
weapons development. This paper will then provide policy recommendations, 
ultimately concluding that the U.S. should clearly and cohesively establish a large 
strategic conventional hypersonic glide vehicle capability and lead foreign developers 
of similar technologies towards arms control agreements to secure both long-term 
strategic and crisis stability with Russia and China. 

The Strategic Context of Hypersonic Weapons: U.S., Russia, and China 

As the capabilities and designs of hypersonic weapons become more refined, 
consistent, and reliable, the strategic context of their development and use become 
increasingly critical to the discussion surrounding the political, security, and stability 
implications. 

U.S. 

The U.S. development of hypersonic weapon technology was initiated under the 
Conventional Prompt Global Strike (CPGS) program following other projects 
exploring conventional strike options.5 CPGS does not have a formal definition but 
refers to the capability to strike - without the use of a nuclear warhead - quickly 
anywhere in the world with great precision. CPGS was developed by President 
George W. Bush's administration to meet DoD initiatives and needs for swift global 
strikes, though discussions of such a capability predates the administration. Most 
prominently, the program spent considerable effort exploring the feasibility of 
putting conventional warheads on ICBMs, rather than nuclear warheads.6 General 
Cartwright in 2006 stated that a small class of targets existed that the U.S. would 
only be able to eliminate with nuclear warheads, though using such nucelar assets 
against this small range of targets would be inappropriate. 7 In 2008, the National 
Academy of Sciences concluded that "high-value targets having time-sensitive 
urgency could not be effectively engaged by currently available conventional 
systems", 8 acknowledging that there are a few select types of military targets that 
could not warrant a nuclear strike but were unreachable by existing non-nuclear 
options. Under the Bush administration, these types of scenarios would have been 
targeted with long-range ballistic missiles with conventional warheads, launched 
from the U.S. or submarines. 
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That said, the original drivers of CPGS appear to be technological opportunism 
rather a mission. A 1995 RAND study on conventional ICBMs and SLBMs 
commented, "Why not [develop the capability]? [It is] Relatively cheap and may be 
just what we need some day", suggesting such an option should be explored simply 
because it is possible.9 Dennis Gormley, moreover, asserts little thought went into
what the strategic perceptions in Beijing and Moscow would be if Trident missiles 
were given conventional warheads.10 A 2004 Defense Science Board report argued 
that large sunk costs could be leveraged with existing ICBM and SLBM systems for 
conventional payload delivery.11 Technology was the tail wagging the policy dog; as 
James Acton characterizes early CPGS, it was a "missile in search of a mission" .12

The Defense Science Board explored multiple scenarios which might require a CPGS 
option as a response and to close the capability gap between nuclear delivery 
platforms and conventional means: 

1.A near-peer competitor has used an emerging counter-space capability to destroy a
U.S. satellite.

2.The U.S. needs to intercept or destroy a package of special nuclear material (SNM)
being transported by a terrorist organization while the location is known.

3.The U.S. needs to eliminate an uncharacterized WMD in a static small package
while the location is known.

4.Terrorist organization leadership is expected to gather at a certain location, and
the U.S. needs to eliminate the meeting participants.

5.The U.S. needs to totally deny a rogue state the capability to deliver any nuclear
weapons.13

These scenarios framed the CPGS capability as a limited-use, tactical-in-application 
mission, but the justifications for such a program shifted slightly under the Obama 
administration. In the 2010 NPR, CPGS became the means to "continue to 
strengthen conventional capabilities and reduce the role of nuclear weapons in 
deterring non-nuclear attacks" .14 The Obama administration, under this goal, linked
ballistic missile defense development with advanced conventional weaponry. CPGS 
development during this period, though unimpeded during the transition between 
administrations, moved away from conventionally modified ICBM/SLBMs and 
focused on hypersonic weapons. Hypersonic weapons continue to be the main 
technology pursued by CPGS. 

The current and unresolved question is whether CPGS is a niche limited-use 
program or a strategic-scale platform for high-intensity conflict. Most development 
objectives and the envisioned uses of the hypersonic weapon technology remain 
creating a capability for a precise, powerful, small-scale strike on time-sensitive and 
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difficult-to-reach targets for which no non-nuclear U.S. capability currently exists. 
The technology is intended for a niche role in U.S. conventional strike capability. 15

Russia 

Unlike the two other nations which are developing hypersonic weapons, Russia's 
development of the technology is part of recent national and international strategic 
developments. In the most recent national security strategy white paper put out by 
the Russian Federation, sovereignty, growth, social stability, cultural integrity, and a 
competitive economy are its named long-term strategic goals.16 Most forward,
though, is the stated goal of "consolidating the Russian Federation's status as a 
leading world power, whose actions are aimed at maintaining strategic stability and 
mutually beneficial partnerships in a polycentric world" .1 7 Russian thought 
anticipates a new rise in capability and prestige, and also regaining regional and 
global influence. Derzhavnost, or 'greatpowerness', is a potent and deep-rooted 
concept in Russian strategic thinking and this notion forms the basis of Russia's 
national strategies.18

Russian acknowledgement of the above factors as elements the military itself will 
achieve suggests a growing link between military policy and other internal goals. 
The implication is a strategic recoupling of the military to Russia's core geo-strategic 
interests and security policy. 19 National strategy, deterrence, strategic stability, and
crisis stability hence depend on military means and policy and the degree to which 
Russia and its institutions desire to assert themselves as a great power. 

Russian strategic thought and objectives over the past few years have prioritized 
operational flexibility while simultaneously denying potential adversaries the same 
decision-making latitude.20 Part of this involves developing a robust national defense
infrastructure, but not purely in a symmetrical shape to that of the U.S. and NATO. 
This newer military posture is an offensive defense, and preemptive in character. To 
Russians, a defense strategy cannot, unlike Western conceptions, cede territory in 
exchange for decision space in a conflict.21 Defense strategies and war-planning must
be outward looking, while ensuring inviolable border integrity. 

Putin has condemned the Bush administration's withdrawal from the Anti-Ballistic 
Missile Treaty in 2001, creation of a Ballistic Missile Defense Agency, and the 
Obama administration's implementation of ballistic missile defense systems in 
Eastern Europe each as destabilizing.22 23 24 While the U.S. claims these systems do
not undermine Russian missile capabilities, Russia still considers them threats to its 
strategic nuclear deterrents.25 What is more, nuclear weapons are very much a core
element in the Russian conception of great powerness. 26 Whether real or a misplaced
fearful perception, the implication of an undermined nuclear capability by means of 
missile defense systems, they suggest a Western aim and ability to limit Russia's 
claim to great power status. 

Space and Defense - Summer 2021 

78 



Second Lieutenant Jonah S. Bhide 

It is within this strategic context - an offensive defense, ballistic missile defenses at 
the border, and the U.S. testing of hypersonic weapons - Russia has initiated reforms 
of its military. Russia anticipates an aerospace theater of military operations that 
fuses the air and space domains typically considered separate in traditional U.S. 
schools of thought and has thus made organizational reforms to account for this.27

The most rigorous reform so far is the creation of the Vozdushno-kosmicheskie sily 
(VKS), or Aerospace Forces, combining the Air Force and the Aerospace Defense 
Forces.28 This signals the merging of the air domain with the space domain in 
Russian strategic thought. 

Hypersonic weapons, both glide and cruise vehicles, operate in this domain, and the 
U.S. CPGS and hypersonic capabilities have driven much of the reasoning for 
reform.29 There exists, moreover, widespread disbelief in Russia that the U.S. pursuit 
of hypersonic weapons is motivated by any state other than Russia, despite the 
public U.S. discussions of the weapons' use for rogue actors and terrorist 
scenarios. 30 Indeed, this is why, in addition to the development of Russian 
hypersonic weapons and defenses, Russia has indicated that a conventional strategic 
strike by the U.S. could still prompt a nuclear response from Russia.3 1

Specifically, Russia is developing a hypersonic glide vehicle under Project 4202. The 
platform is otherwise referred to as the Yu-71.32 This HGV is claimed to be able to 
penetrate missile defense systems - both in Europe and the U.S .. 33 There are plans, 
furthermore, for the Yu-71 to carry nuclear warheads, in addition to conventional 
warheads. 34 Russian development of such a system demonstrates that its acquisition 
is driven by national and military strategies, targeting the threat and obstacles of 
missile defense systems that would undermine Russian gains in a crisis or war. A 
hypersonic capability provides Russia an additional means of holding potential 
adversaries at risk. That said, current Russian capabilities and effectiveness of this 
platform are still unclear. 35

Russian reasons for developing hypersonic weapons stem from a strategic need. The 
merging and re-conception of the air and space domains into the aerospace theater 
of military operations, and anticipating the need to provide dominant domain 
control in the maintenance of an offensive defense to ensure territorial integrity, 
both call for a hypersonic capability. The U.S. development of such penetrating 
ability has prompted a Russian exploration into the same, and into protection 
against it (for example, deployment of the S-500 system).36 The ability to project 
derzhavnost, furthermore, justifies national acquisition of hypersonic weapons. 
There exists some commentary that hypersonic weapons are part of Russian nuclear 
modernization. This, however, is not the case; hypersonic weapons development 
precipitates from greater considerations: strategic need, shifting military thought, 
and identity assertion. 
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China 

Of the three powers developing hypersonic weapons, open-source information 
suggests that China has made the most tests and appears to have the most developed 
program. The purposes and drivers of weapons development, however, are much 
less clear than the U.S. or Russian cases. That said, China's nuclear and strategic 
thought may provide insight into the reasons for development and potential 
applications of hypersonic weapons. 

A critical component for Chinese national security strategy and for its armed forces 
is to "maintain strategic deterrence and carry out nuclear counterattack" .37 This is a 
straightforward mission with similar goals to U.S. and Russian nuclear enterprises, 
but Chinese nuclear thinking and strategy tend not to align with such modes of 
thought. China maintains a no-first-use policy for its nuclear weapons. That is, 
China has publicly committed itself not to strike first with nuclear weapons in a 
conflict. This posture and thought originates from China's historical experience with 
foreign nuclear weapons and its own nuclear capability: the nullification of potential 
nuclear coercion, or blackmail. 

Before China developed nuclear weapons, the U.S. threatened the PRC with nuclear 
weapons during a conflict with Taiwan.38 The specter of being coerced into a 
particular course of action by a nuclear power - blackmail - was unacceptable to 
Chairman Mao, and the means of preventing such coercion was the acquisition of 
nuclear weapons for a nuclear second-strike capability.39 Nuclear weapons, given the 
purpose of preventing coercion and the massive damage they could inflict during 
early periods of acquisition, were - and are - not considered particularly useful on 
the battlefield.4° Conventional force, active defense, and the people's war are the 
governing factors in armed victory.41 This means that China's military growth will 
depend on two key factors: the survivability of its nuclear deterrent and the 
conventional strength China aims to deliver. That said, it is important to note that if 
an adversary's capability credibly and sufficiently threatens China's retaliatory 
ability, it may be incentivized to use nuclear weapons before it loses the ability to do 
so.42 

"China will unswervingly follow the path of peaceful development, pursue an 
independent foreign policy of peace and a national defense policy that is defensive in 
nature, oppose hegemonism and power politics in all forms" in its pursuit of the 
"Chinese Dream" of national rejuvenation, as stated in its 2015 Defense White 
Paper.43 Opposition to power politics and hegemonism indicates a resolve to assert 
regional influence, and this perhaps is best manifested in the strategic requirement of 
combining the "offshore waters defense" doctrine of the past with the new "open 
seas protection" .44 China's defense posture is no longer simply concerned with 
protecting its border but is now looking outward and regionally in power projection 
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to contend with other regional actors. This requires an increased ability to operate 
and contend with other naval and military presences, and swift, precise, 
undetectable anti-ship missiles seem to be a means of achieving this end - a 
capability a hypersonic missile could easily accomplish. 

China believes the U.S.-proposed Terminal High Altitude Area Defense system 
(THAAD) and other existing regional ballistic missile defense systems undermine its 
ability to project a conventional capability in the South China Sea. These U.S. 
missile defense capabilities, moreover, may be able to undermine China's 
second-strike capability against the U.S. As China's strategy depends on the 
maintenance of open-seas protection and the survivability of its second-strike 
capability, regional U.S. missile defenses appear to China as threats to such 
objectives and may have prompted the development of hypersonic weapons to 
circumvent such challenges. 

A latent nuclear Japan is another strategic threat to China and may also be a 
strategic driver of hypersonic capability development. Possessing large plutonium 
stocks, Japan may have the ability to develop a nuclear weapon should the U.S. 
nuclear umbrella lose credibility.45 Should such a scenario arise, as may likely be the 
consequence of successful Chinese assertion in the region, the ability to eliminate a 
nuclear weapons facility, or to maneuver around a missile defense system placed in 
Japan, is of great strategic benefit. 

The technology lag between U.S. and Chinese advancements may be a strategic fear 
which China is attempting to mitigate by responding to U.S. tests with a Chinese 
hypersonic program. China often pursues military and nuclear development efforts 
to master new technology to avoid lagging. The fear of instability resulting from a 
technical lag, and the fear of being attacked resulting from lagging behind in the 
development of military technology, are prominent in the Chinese strategic security 
paradigm.46 When the U.S. developed its hypersonic weapons tests, Chinese military 
and strategy policymakers may have seen such a capability as one with which China 
could fall behind. 

China's development of hypersonic weapons seems to align with strategic goals, in 
addition to strategic fears of lagging behind in technical development, and the 
specter of a latent nuclear Japan. That said, the application of DF-ZH seems to be 
less clear than the cases of U.S. or Russia. The DF-ZH missile may be intended for 
theater use at sea-based targets, but it may also be developed for long-range 
applications to hold the U.S. at risk while circumventing missile defense systems.47

There is, as usual, the possibility of placing a nuclear warhead on the DF-ZH as 
well. 

Strategic Considerations: The Multilateral Dynamic 
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Foremost, it is important to consider that the United States' hypersonic weapons 
programs may have spurred the development of other nations' programs; U.S. 
exploration of the technology raised fears about its capability and intent. Within 
China, and Russia, the U.S. prompt global strike program - which, as it currently 
stands, is oriented almost exclusively around hypersonic weapons - is discussed as 
an inherently pre-emptive and destabilizing system.48 For those two nations, the U.S.
HGV is a strategic weapon, not a limited-use, niche conventional weapon. In turn, 
this has prompted their development of technology to symmetrically meet their 
perceived fears of U.S. intentions. While this may imply future destabilizing 
conditions, the U.S. could do more to communicate the program's intent. 
Unfortunately, as with the history of CPGS as a whole, the program has not 
managed its vision and policy direction cohesively and has thus communicated 
various and conflicting intentions. This is further confounded when public affairs 
conversations from the DoD and military industry officials cite Chinese and Russian 
development of hypersonic weapons as a reason for the U.S. to accelerate its own 
research into the technology, suggesting the weapon is indeed intended to be a 
strategic platform.49, 50, 51

The variance in strategic postures and the governing reasons for hypersonic 
weapons technology acquisition show that a dyadic conception of deterrence will 
not guarantee stability. China is developing hypersonic weapons in response to 
Russia as well as a response to the U.S .. 52 The actions the U.S. might take to deter 
potential escalation, or to respond to evolving scenarios in one region to improve 
stability, may in fact undermine stability in another. For example, a U.S. symmetrical 
response to Russian vertical hypersonic weapon proliferation might actually reach a 
point of strategic and deterrence stability, but such an increase in hypersonic arms 
would certainly threaten China's confidence in its second-strike capability, 
prompting their own increased production. This could also create a potential for 
crisis instability should a crisis arise between the U.S. and China. The implications of 
a three-actor arms race cannot be ignored. 

Benefits of U.S. Development, Acquisition, and Deployment 

The U.S. development, acquisition, and deployment of hypersonic weapons 
technology present, chiefly, two benefits: increased options for various crises and 
escalatory scenarios, and for increased credibility globally. 

Within the increased responsive capability hypersonic weapons provide, the U.S. 
would be able to strike a located terrorist, much like Osama bin Laden, or a meeting 
of high-profile insurgency leaders.53 This seems to be one of the more likely 
scenarios explored by the Defense Science Board, and hypersonic weapons seem to 
offer a capability to eliminate the targets outside the operating ranges of U.S. UAVs. 
Another possible example for hypersonic weapons use is to eliminate a near-peer 
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competitor's anti-satellite (ASAT) capability, needing to get past air defense and 
missile defense systems for a precise strike.54 Perhaps most salient, though, is the 
ability to strike rogue nuclear states. Should the DPRK or Iran develop a nuclear 
missile, hypersonic weapons offer the ability to strike these missiles before they leave 
the launch pad. Within these possible scenarios, hypersonic weapons offer a 
limited-use means of achieving overarching strategic goals. 

Under the policy direction under the Obama administration, hypersonic weapons 
with conventional - or non-nuclear - configurations offer the opportunity to 
develop weapons that can act with the same destructive power and precision as 
tactical nuclear weapons. They also offer a means of reducing U.S. dependence on 
nuclear weapons as a response to crises. 55 Given their speed and maneuverability, 
hypersonic weapons enhance the United States' ability to respond credibly to 
scenarios that require much greater speed and precision than most other U.S. 
conventional forces can provide.56 This means that the U.S. nuclear threshold would 
be raised by the introduction of hypersonic weapons as a response option, 
eliminating a dichotomy between doing nothing or using a nuclear weapon.57

Strategically, this improves U.S. credibility for action as a conventional hypersonic 
weapon strike is substantially more usable than even a tactical nuclear weapon.This 
improves U.S. posturing and ability to deter regional threats. For this to be an 
effective increase in credibility in addition to a reduction in nuclear weapons 
dependence, the number of hypersonic weapons required would be larger than the 
niche role for which it was initially intended. 

A potential, but highly questionable, benefit of hypersonic weapons is the possibility 
of delivering a nuclear weapon. If missile defense systems have become robust 
enough to undermine the effectiveness of existing nuclear weapon delivery systems 
such that a potential adversary cannot be held sufficiently at risk to maintain an 
effective deterrence relationship, hypersonic delivery of nuclear weapons may help 
achieve this. It should be noted, though, that this also assigns a strategic role to 
hypersonic weapons at the same status of ICBMs and SLBMs. Additionally, the 
nuclear option would likely prompt an imbalanced three-actor delivery vehicle arms 
race. At best, a nuclear hypersonic weapon would be a strategic benefit for 
symmetrical deterrence in the distant future - not as a near-term strategic benefit 
during this period of exploratory testing and development by the U.S., China, and 
Russia. 

Finally, increased research and development of hypersonic capabilities may also 
improve efforts to develop missile defense systems to protect against the threat 
foreign hypersonic weapons pose to the U.S .. 

Strategic Threats and Risks of U.S. and Foreign Development and Deployment 

While a few operational benefits exist, with improved credibility, both U.S. and 
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foreign development of hypersonic weapons technology represent many threats to 
U.S. interests and national security. 

Perhaps most obvious is the threat foreign weapons capabilities pose. With the 
speed, maneuverability, and difficulties in detection and elimination, foreign 
hypersonic weapons may be able to hold the U.S. and its assets at risk. Should China 
and Russia effectively design weapons to reach U.S. borders, U.S. nuclear assets and 
C4 infrastructure can be eliminated. This may lend a first-strike incentive to 
potential adversaries, or to the U.S. for fear of losing a nuclear capability in the early 
stages of a crisis, escalating the conflict. 

Beyond these general threats and risks, though, threats to strategic stability also 
exist due to the ambiguity that hypersonic weapons introduce. James Acton puts 
forth three main ambiguities of the U.S. CPGS which pose threats to strategic 
stability: warhead ambiguity, destination ambiguity, and target ambiguity. 58

Warhead ambiguity refers to the uncertainty of the type of warhead launched: is the 
warhead nuclear or conventional? The damage and escalatory nature of the weapon 
depend on the warhead launched. A conventional strike will not be as escalatory as 
a nuclear strike. In the case of China, this could make the difference between 
responding with symmetrical conventional force, an escalation of conventional 
force, a cross-domain response, or a nuclear second-strike. The uncertainty around 
the incoming warhead may alter a nation's decision calculus in how to respond, and 
this was the basis of Congress not funding the Conventional Trident Modification. 59

This may be less of a consideration, though, if hypersonic weapons strikes are 
limited - perhaps as a single launch and single strike - as strategic attacks would 
likely occur at greater numbers. 

Destination ambiguity, moreover, is attributed to the highly maneuverable 
capabilities of hypersonic weapons. A launch by the U.S. towards the DPRK to 
eliminate a nuclear weapon facility can appear to China as a weapon launched 
towards China, or at the very least, a weapon which can still change course and 
target China. Conversely, perhaps the initial launch profile is meant to misleadingly 
suggest the weapon is headed for the DPRK but is, in fact, headed elsewhere. This 
ambiguity is further complicated when viewed in combination with warhead 
ambiguity. The destination country, and the nature of the attack, can drastically 
impact national decisions on how to respond. 

Finally, target ambiguity is another factor in the destabilizing uncertainties 
hypersonic weapons may pose. Suppose a nation correctly assesses a hypersonic 
weapon has been launched and is targeting said nation, and suppose it is able to 
determine the warhead type, uncertainty still exists regarding whether a 
conventional or nuclear weapons-related target is being pursued.The fact that 
nuclear weapons can be targeted undermines a nation's confidence in its ability to 
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respond with a second-strike. 

These three ambiguities together independently undermine strategic stability because 
of the uncertainty they pose for how a potential adversary should respond or 
interpret a weapons launch; crisis stability depends on ensuring two competitive 
actors do not have an incentive to strike first. 60 Hypersonic weapons are capable of 
eliminating ground and underground targets, which would include hardened nuclear 
weapons facilities. If nuclear weapons can be eliminated by a hypersonic weapons 
strike, then the receiving end of a strike may conclude that it no longer has a 
survivable second strike capability with the advent of hypersonic weapons. As 
discussed earlier, China maintains a second strike nuclear policy, but this may be 
threatened by hypersonic weapons capabilities. This may prompt China to use 
nuclear weapons - even to a limited or theater extent - to pre-empt the possibility of 
the U.S. using hypersonic weapons to eliminate the Chinese nuclear arsenal. 

The ability of HGVs to bypass current missile defense systems eliminates the 
survivability such defenses are intended to secure. Given Russia's past criticism of 
U.S. withdrawal from BMD agreements, the possibility of U.S. HGVs penetrating 
Russian defenses undermines crisis stability between the two states as an 
asymmetrical HGV capability may incentivize a first strike, similar to the China case 
discussed above; while a conventional U.S. HGV may increase the U.S. nuclear 
threshold as it represents a conventional option that may otherwise be achieved by a 
tactical nuclear weapon. Paradoxically, however, the threat of a U.S. HGV may 
indeed lower a potential adversary's nuclear threshold in an attempt to offset the 
potential U.S. advantage. 

Beyond potential U.S. uses, hypersonic weapons represent a capability which is being 
increasingly considered critical for national defense. U.S. development of hypersonic 
weapons technology has stoked Russian and Chinese fears of U.S. intentions and 
capabilities, prompting their respective exploration of the technology to compete 
with the U.S .. This exposes the U.S. to the threat and risk of a three-nation arms 
race. Such a race is naturally less stable than a two-state one, as most recently 
observed in the Cold War, and may potentially erode crisis stability between any two 
of the three states. In the best-case scenario of an arms race, the U.S. emerges as the 
actor with the dominant technology and is able to credibly demonstrate this 
capability, but the financial burden of doing so is uncertain.The other risk is that 
either China or Russia ends up with the dominant technology. The threat this poses 
to U.S. national security is self-evident. 

Policy Recommendations 

U.S., Chinese, and Russian development of HGVs pose an extensive risk to U.S.
national security objectives, but this type of technology has and will continue to be
developed; it cannot simply be wished away. If for no other purpose than to keep up
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with Chinese and Russian development, the U.S. should continue to explore 
hypersonic weapons capabilities, but this course of action alone does not reduce the 
risks of this technology's development. The threats and problems HGVs pose must 
be addressed head-on, and as such this section proposes a variety of policy options 
and recommendations. 

The first proposition is a test ban. Weapons systems - nuclear warheads, delivery 
vehicles, or missile defenses - have a deterrent value only when their capabilities are 
demonstrated through testing. No nation developing hypersonic weapons is 
currently at a point where it can introduce the system into an active arsenal, but 
upon operationalizing hypersonic weapons a test ban may be both necessary and 
feasible. 61 Doing so offers the possibility of mitigating an arms race which could be 
costly, destabilizing, and result in foreign asymmetric advantages in hypersonic 
technology development. A test ban additionally offers the ability to limit 
development by states other than the U.S., Russia, and China, and can mitigate 
potential concerns on the horizontal proliferation of hypersonic weapons. 

A secondary arms control method of reducing the threats posed by HGVs is entering 
a three-nation ban on long-range HGVs. Limiting the range of HGVs can reduce the 
target and destination ambiguities by increasing the certainty of where an HGV can 
strike. 

For either of the above to be feasible options, however, the U.S. needs to start 
confidence-building measures (CBMs) now to develop a basis for negotiations. 
Unilaterally, this would require the U.S. to publicize launch data recording test 
subject performance. This may alleviate fears of U.S. capabilities or prompt China 
and Russia to increase their testing. The former outcome can improve stability and 
aid in potential negotiations to ensure other parties that the U.S. is not securing an 
overwhelming weapons capability advantage in a test ban or long-range HGV ban. 
The latter outcome provides more opportunities for the U.S. to gather information 
regarding foreign capabilities. Additionally, joint CBMs may strive to develop 
common detection methods to not only increase U.S., Chinese, and Russian fidelity 
on tracking hypersonic weapons during flight but also provide a common means of 
verification should hypersonic arms limitations or arms control regimes arise. The 
U.S. furthermore should initiate Track 2 and Track 1.5 on the strategic utility these 
weapons have for each nation developing them. 

The U.S. should invest substantially in developing national technical means of 
detection and tracking. HGVs have very unique flight profiles which can aid in 
tracking them, but the means of detecting the weapons need to be improved. 
Satellites that can detect heat signatures of objects in the hypersonic speed regime, 
and intermittent heat emission patterns indicative of HGV atmosphere "skipping", 
will be integral to any defenses the U.S. develops against the hypersonic weapons 
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threat. 

Hypersonic missile defenses are critical in minimizing the capability of China and 
Russia to hold U.S. targets at risk. Kinetic kill vehicles (KKVs) are the current 
anti-ballistic missile defense method: a warhead is launched to destroy an incoming 
ballistic missile with kinetic energy alone. This is sufficient when eliminating 
weapons on a ballistic trajectory as such flight paths are predictable. Hypersonic 
weapons' high-maneuverability renders KKVs almost useless. That said, KKVs 
launched in succession may be able to force an HGV to change its trajectory or even 
force the HGV to take a trajectory which moves it away from the intended target. 
Developing this method of missile defense against hypersonic weapons may serve as 
an effective interim defense. Given the current difficulties which exist in transmitting 
data to and from a launched HGV for tracking and control, jamming - with 
long-range ground-based technologies or airborne platforms - may offer viable 
long-term defenses against HGVs. Long-term missile defense development will also 
need to explore directed energy methods for missile defense and HGV elimination, 
and exploration into multi-domain anti-HGV methods is a critical requirement for 
future defenses. 

Most importantly, the U.S. needs to determine and explicitly communicate the role it 
envisions for its hypersonic weapons. The most problematic element of the U.S. 
program's history is the lack of clarity for the weapon's purpose, which has 
contributed to foreign development of hypersonic weapon technology. Generally 
speaking, there are three potential roles the U.S. can assign hypersonic weapons: 
niche use, large conventional use, and nuclear-exclusive delivery vehicle. 

The niche use is simply a continuation of CPGS's original justification of hypersonic 
weapons: elimination of time-sensitive and high-value targets with a conventional 
warhead. This would likely involve limited development and use of HGVs to 
eliminate specialized targets and would require the U.S. to accept that other nations 
will develop HGVs for strategic purposes against the U.S .. Likewise, simply having 
this HGV capability exposes the U.S. to potential foreign misperceptions of a U.S. 
hedging strategy for its hypersonic weapons. 

There are, alternatively, two nuclear-related options. The U.S. could pursue a 
nuclear-only option, which would posture the U.S. to only use nuclear warheads on 
its hypersonic delivery vehicles. This would eliminate the question of warhead 
ambiguity and offer the U.S. a means of penetrating current missile defenses. Crisis 
stability, target ambiguity, and destination ambiguity will each remain substantial 
concerns with the nuclear-only option, potentially undermining strategic stability. 
Additionally, the nuclear-only option would make hypersonic weapons subject to 
existing U.S. nuclear-use thresholds, maintaining the very capability gap CPGS 
aimed to eliminate in exploring hypersonic weapons. The other nuclear option -
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dual-use - is the least desirable strategy the U.S. could pursue. This is the most 
destabilizing option as it conflicts with earlier official U.S. statements regarding the 
weapons and perpetuates the warhead, target, and destination ambiguities. 62

Departing from the original CPGS direction of hypersonic weapons development, 
the U.S. could alternatively pursue a large strategic force of conventional payload 
hypersonic weapons. This strategy for the weapon presents the U.S. usable HGVs to 
fulfil strategic ends, be it elimination of multiple battlefield targets, pre-emptive 
strike, or to disable a nuclear arsenal. Strategic and crisis stability concerns will 
persist as this conventional capability may undermine foreign nuclear capabilities. 
This is the most straightforward option and in combination with the CBMs and 
arms control suggestions, is the most feasible option for securing national security 
objectives and meeting the threat posed by foreign programs. 

Conclusion 

The development of hypersonic weapons by China, Russia, and the U.S., and the 
strategic implications of such technology readily demonstrate the challenges of an 
increasingly multi-polar world the U.S. must overcome. The prospect of a 
three-nation arms race cannot be overlooked; the world has not seen a multi-polar 
arms race of similar magnitude since before the First World War. 

In pursuing hypersonic weapons, the U.S. should develop the weapon as a 
conventional delivery vehicle to serve strategic purposes. But it cannot pursue this, 
or any other hypersonic weapon strategy, without also anticipating the potential for 
an arms race and arms control negotiations. Such negotiations present an 
opportunity for the U.S. to develop a hypersonic offensive and deterrent capability 
while also exercising global influence in leading the way towards arms control 
agreements on the same technology. 

Policymakers must also note that hypersonic weapon development will not mimic 
the development of ICBMs and subsequently anti-ballistic missile defenses during 
the Cold War. Hypersonic weapons development and missile defenses against such 
are being developed concurrently, and this will have significant impacts on crisis 
stability and the maintenance of strategic stability in the long run. Moreover, 
hypersonic weapons stress the importance of developing directed energy missile 
defenses; KKVs may quickly become an out-of-date paradigm. 

Above all, the U.S. needs to consider the strategic implications of its technology 
development and acquisition programs. Under CPGS, hypersonic weapons tests 
prompted Chinese and Russian exploratory reciprocations out of fear of U.S. 
potential uses. Acquisition and development programs for hypersonic weapons 
should have anticipated this, but they did not, and it has led not only to a small 
disadvantage in terms of development progress but also in terms of generating 
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relevant strategic policy. 

While hypersonic weapons present a significant disruption to current strategic policy 
and stability globally, the U.S. should clearly and cohesively establish a large 
strategic conventional hypersonic weapons arsenal and lead foreign developers of 
similar technologies towards arms control agreements to secure long-term strategic 
and crisis stability with Russia and China . 

*Jonah Bhide is currently commissioned as a second lieutenant in the U.S. Air Force and a pilot
trainee at Vance Air Force Base. He is a USAF Academy graduate and holds a master's degree in
global policy studies from the LBJ School at the University of Texas, where he studied international
security and U.S. foreign policy.
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Deterring Terrorist Organizations in Times of a Global Pandemic: An argument for 
an indirect approach to deterring terrorism 

Grant Van Robays* 

Introduction 

The COVID-19 pandemic has disrupted nearly every facet of life across the world. 
While the United States is the world's social, economic, and political powerhouse, it 
is no exception to the indiscriminate virus. The U.S. faces economic volatility, social 
unrest, political polarization, and a devastating loss of American life due to the 
pandemic. To make matters worse, these crises leave the U.S. vulnerable to 
opportunist terrorist organizations at home and abroad, who may seek to take 
advantage of these vulnerabilities, whether perceived or real. While the pandemic 
appears to be slowing down both in the U.S. and abroad, the vulnerabilities to the 
economy and social and political arenas can persist long after the last positive 
COVID test. History shows that pandemics are not merely a one-time occurrence, 
meaning there will almost surely be another in the future. When this occurs, 
vulnerabilities will again present themselves and open doors for opportunist terrorist 
organizations to attack. Thus, it is imperative to explore new terrorist deterrence 
strategies, particularly strategies catered towards global pandemics and the chaos 
they invite. To explore the question of "Can we deter terrorists from exploiting the 
pandemic?" this paper first asks, "Do vulnerabilities in an established regime 
brought on by pandemics invite circumstances of opportunity for terrorist 
organizations? If so, how can a power like the U.S. deter terrorists from taking 
advantage of these vulnerabilities? 

Objectives and Hypotheses 

This paper investigates these research questions in pursuit of three main objectives. 
First, the paper will establish that vulnerabilities brought on by global pandemics 
invite circumstances of opportunity for terrorist organizations. It will also explore 
deterrence strategies against terrorists that may be applicable to times of global 
health crises. Thirdly, this paper will argue in favor of a more indirect approach to 
terrorist deterrence; one that emphasizes the maintenance of resilient health, 
governmental, and economic institutions to minimize the exploitable vulnerabilities 
in the U.S. sociopolitical system. I hypothesize that if the U.S. practices this 
resiliency, terrorist organizations will have fewer opportunities to act on perceived 
vulnerabilities during times of global pandemics. 

Procedure 

This paper will rely on open-source information such as academic literature and 
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publications to investigate the research question and hypothesis. I will draw on 
research regarding terrorism, counterterrorism, and the logic of terrorist 
organizations to establish that terrorists may seek to capitalize on vulnerabilities in 
U.S. society because of the pandemic. To establish that these vulnerabilities exist, I 
will explore economic data from U.S. publications or nongovernmental financial 
institutions. To provide support for my hypothesis, I will rely on available deterrence 
literature to build a framework from which I will expand my argument. This paper 
looks at the United States' current situation in the pandemic through a lens that 
asks, "What vulnerabilities exist?" and "What are some ways our government can 
fix them?" to best protect the American people. In short, I will use available 
qualitative resources rather than a statistical analysis to construct a unique, 
theoretical strategy to terrorist deterrence during pandemics. 

Potential Vulnerabilities Wrought by the Pandemic 

The COVID-19 pandemic has ravaged virtually every country in the world, 
regardless of wealth, development, or government type. At the time of writing, the 
global death toll sits at nearly 2. 7 million out of 121 million infections.1 The impact 
on the United States is nothing short of devastating, amounting to over 537,000 
deaths out of nearly 30 million cases.2 The sheer loss of life from this pandemic is 
incalculable. However, as crippling as this pandemic has been on the U.S. and 
around the world, this does not preclude extremists or terrorist groups from taking 
advantage of the vulnerabilities wrought by the pandemic. This paper must first 
define vulnerability. In simple terms, vulnerability is the state or quality of being 
vulnerable. 3 Vulnerable, a derivation from the Latin "vulnus," meaning wound, 
originally meant capable of being physically wounded, but can be used figuratively 
to suggest a defenselessness against non-physical attacks.4 Altogether, a vulnerability 
can be conceptualized as the state of being at susceptible to attack or wounding. The 
wound can be physical, emotional, psychological, economic, political, or social. This 
paper will consider vulnerability in this broad sense, considering the weaknesses, 
tangible or otherwise, created or exacerbated by the global pandemic. 

The pandemic has contributed to a drastic economic downturn. As the pandemic 
spread, many businesses shuttered and had to reduce staff to cut their losses, while 
other jobs were moved online when applicable. According to a May 2020 
publication by the Congressional Budget Office ( CBO ), the social distancing 
measures taken to curtail the spread of the COVID-19 virus have "widely disrupted 
economic activity, causing a wave of job losses and ending the longest expansion 
since World War II." 5 The unemployment rate skyrocketed from 3.8 percent in 
February 2020 to 14.4 percent in April 2020, as nearly 14 million Americans lost 
their jobs.6 These figures surpass the Great Recession of 2007-2009, which pushed 
the unemployment rate to nearly 11 percent. 7 However, the labor market is 
projected to improve gradually throughout 2021 as vaccination rollout improves, 
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hiring rebounds, and job losses drop significantly, according to the CBO. 8 These 
improvements will not be large enough to make up for earlier losses, though, as the 
2021 real GDP is projected to be 1.6 percent lower and the unemployment rate 5 
percent higher in the fourth quarter than their respective values in 2019.9 Recent
projections from the Congressional Budget Office show a comparatively more 
positive economic outlook. Real GDP will return to its previous peak level in 
mid-2021 and will continue to expand at a 2.5 percent annual rate until 2025 due 
to a strong rebound in consumer spending and reinvestment in business hurt by the 
pandemic.10 The CBO projects consumer spending to grow at an average annual 
rate of 2.8 percent until 2025; however, this projection is inhibited by lasting effects 
of unemployment, reduced labor income and lasting caution by consumers.11 The 
unemployment rate is projected to decline gradually to below the natural rate of 
unemployment in 2024 and reach 4 percent by 2025, which is on par with the 
pre-pandemic unemployment rate.12 However, the CBO notes that their projections 
contain a substantial degree of uncertainty due to government policies, vaccine 
distribution/efficacy, and consumer attitudes and behaviors. Additionally, a virulent 
variant of COVID-19 can manifest and reinforce social distancing measures and 
more economic disruption.13 There is also the possibility that economic output may 
decline and stall the recovery process. The pandemic has had disparate effects on 
different industries and populations, which provides uncertainty for long-term 
productivity projections.14 Finally, the increase in domestic and global debt in turn 

increases the risk that financial instability in only a couple countries can severely 
impact many countries due to the globalization of markets.15

The U.S. economy has rebounded well to the initially devastating economic impacts 
of COVID-19, as the CBO projections indicate. By their estimates, the U.S. economy 
and labor force will approach pre-pandemic figures by the year 2025. This paper 
does not aim to argue that the U.S. economy is in shambles or that it is not able to 
recover from the pandemic. Rather, it argues that the uncertainty within the U.S. 
economy serves as a potential source of vulnerability, perhaps an exploitable one. 
According to the CBO projections, the economy may not reach pre-pandemic figures 
in respect to unemployment and real GDP growth until a year or two from now, 
which may contribute to a wide sense of economic uncertainty. Economic 
uncertainty and an ever-expanding federal and global debt can be a source of 
vulnerability on behalf of consumers and the national economy. It is unclear if this 
economic uncertainty and vulnerability significantly heighten the risk for terrorist 
attacks. A 2018 analysis of terrorism in Tunisia by Nurunnabi and Sghaier, 
researching the socioeconomic determinants of terrorism, found that a 1 % increase 
in the unemployment rate increases the number of terrorist attacks by .24 percent. 
Nurunnabi and Sghaier also found that a 1 percent increase in political instability 
increases the number of terrorist attacks by 1.02 percent.16 The rationale behind
these results is that politically unstable countries may offer favorable conditions for 
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the spread of terrorism.17

The results of Nurunnabi and Sghaier's analysis share commonalities with those of 
Staub, who found that higher unemployment rates lead to an increase in terrorist 
attacks.18 Their findings also indicate that increases in GDP per capita have a 
negative impact on terrorism.19 This notion contrasts to the findings of Piazza,20

who discovered that the level of economic development ( operationalized by gross 
national income and the Human Development Index) has a significantly positive 
impact on domestic terrorism, suggesting that more modernized countries offer 
more targets for terrorists and more means to plan and act.21 This finding align with 
the results of Estrada et al., who revealed a positive relationship between GDPs per 
capita and terrorism. Ismail and Amjad found that unemployment, inequality, and 
political repression have insignificant impacts on terrorist activity in the long term.22

23 Thus, the actual relationship between economic growth and unemployment 
remains gray, with evidence that both supports and disproves the notion that 
economic growth decreases the risk of terrorism. This paper does not intend to 
present new evidence in favor of either side but intends to explore the relationship 
between the economy and threats of terrorism to identify threats to the U.S. during 
the pandemic. However, an uncertain economy compounded by political and social 
division can result in serious instability, and the resulting vulnerability is significant 
and must be considered. 

The pandemic has become a highly politicized and polarized issue in the U.S. Since 
the early days of the pandemic, Republican Party officials have tended to downplay 
the severity of the virus, whereas Democratic leaders have urged more caution.24

Republicans generally engaged in less social distancing compared to Democrats, 
according to GPS data on smartphones.25 Media outlets on each side of the political 
spectrum have also sent divergent messages on the pandemic and its severity, 
following a pattern of a hyper-partisan media.26 After a tumultuous election cycle in 
2020, partisanship has hardly subsided. The 2020 election results were highly 
contested by the incumbent Republican president and certain Republican members 
of Congress. This partisanship culminated in a siege at Capitol Hill on 6 January, 
2021 by domestic terrorists and supporters of the former president.27 An 
unclassified summary from the Office of the Director of National Intelligence has 
also indicated that domestic violent extremists motivated by a range of ideologies 
are likely to be galvanized by political and societal events from this past year.28

Thus, hyper-partisanship and polarization are not a new phenomenon, rather one 
that has deepened in the recent months and years and may continue to deepen. 
Public opinion surveys attest to this, as the share of Americans from both parties 
who view members of the other party as "cold" on a feeling thermometer has risen 
from about 60 percent in 2016 to a little over 80 percent in 2019.29 Survey results 
have shown that people from opposing parties increasingly view the other party as 
close-minded and unpatriotic.30 The global health crisis and the 2020 election have 
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exacerbated ex1stmg political and social tensions in the United States, posing a 
significant vulnerability to the country. Domestic terrorist and extremist groups may, 
as the ODNI assessed, escalate their plans and attacks to take advantage of a 
polarized climate. International extremist groups may also take advantage of a 
divided United States, as their weakening social structures and trust in government 
may present an opportunity too rife to pass up. 

Another domain in which the U.S. may be vulnerable to attack is cyber. As the 
pandemic spread across the country, countless shutdowns and closures took place in 
response. Jobs, education, and businesses moved online when possible, providing 
more opportunities for cybercriminals to take advantage of increased security 
vulnerability. An INTERPOL assessment reported an uptick in cybercrime activities, 
with over 900,000 spam messages, 737 incidents related to malware, and 48,000 
malicious URLs all related to COVID-19 between January and April of 2020.31

INTERPOL projected an increase in cybercrime in the future because vulnerabilities 
related to working at home and the potential for increased financial benefit will 
motivate cybercriminals.32 As COVID-19 case numbers decrease with an increased 
distribution of vaccines, INTERPOL assesses that there will be another spike in 
phishing related to these medical products. 33 Put simply, the fear and uncertainty 
created by the pandemic provide a golden opportunity for cybercriminals to exploit. 

There are many ways in which cybercriminals have utilized the online domain for 
personal gain during the pandemic. The same INTERPOL assessment addressed five 
different strategies deployed by cybercriminals. Online scams and phishing are the 
most common and consist of actors impersonating government and health 
authorities to entice victims into providing their personal data. Cybercriminals are 
also using more disruptive malware against critical infrastructure, government, and 
healthcare institutions. Cyberattacks and disruptive malware against critical 
infrastructure have a high impact and significant financial benefit for the hacker. 34

The U.S. healthcare system is not immune to these attacks by any means, as an 
estimated 26 million patient records were exposed to unauthorized parties in the 
U.S. in 2020, with about 24.1 percent of those resulting from healthcare 
cyberattacks.35 Cybercriminals also have deployed data-harvesting malware and 
spyware, in which criminals use COVID-19 information as a lure to infiltrate and 
compromise networks and steal personal data. There has also been a significant 
increase in malicious domain usage, whereby criminals use fraudulent websites with 
COVID to attack victims, who are then subject to a variety of malicious activities 
like malware deployment and phishing. The INTERPOL assessment reported a 569 
percent growth in malicious registrations from February to March 2020, and a 788 
percent growth in high-risk registrations in the same time period. 36 Finally, 
cybercriminals can easily spread unverified misinformation about the virus and 
vaccmes. 
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The INTERPOL assessment on cybercrime during the pandemic and the hacks on 
U.S. healthcare infrastructure highlight a significant vulnerability and opportunity 
for cybercriminals, both at home and abroad. The importance of this vulnerability 
and the need for a secure cyberspace cannot be understated, as cybersecurity is an 
essential component of a safe and secure society. The U.S. Department of Homeland 
Security reiterates this message and has stated on its website that "our daily life, 
economic vitality, and national security depend on a stable, safe, and resilient 
cyberspace."37 While there has yet to be a cyberterrorist attack or insurgency 
through cyberspace, the U.S. must consider the possibility that they can and will 
happen. As society continues to work and learn online for the duration of the 
pandemic, cybercriminals and organizations with expanding capabilities can feasibly 
jump the opportunity to attack critical infrastructure in the U.S. or spread 
misinformation or disinformation. The reality of the latter is already 
well-documented, as recent reports show online platforms directed by Russian 
intelligence are spreading disinformation about COVID-19 vaccines used in the 
U.S.38 

Perhaps one of the most logical and dangerous targets for cybercriminals is the U.S. 
power grid. All 16 sectors of the U.S. economy that make up the country's critical 
infrastructure rely on access to electricity. 39 Disabling the power grid would 
therefore be extremely serious and could impact basic government and social 
services and institutions. While an attack on the grid would require intensive 
planning and capabilities that many criminal or terrorist organizations simply do 
not have, the possibility of an attack cannot be entirely ruled out, especially after a 
cyberattack in Ukraine. In December 2015, a synchronized and expertly executed 
cyberattack caused a six-hour blackout for hundreds of thousands of people in and 
around Kiev.4

° Forensic evidence and geopolitical circumstances tied the attack to 
Russian hackers from a group called Sandstorm.41 During the outage, hackers took 
control of the computers of Ukraine's main power companies, disabled backup 
power supplies, sabotaged operator workstations, and implemented malware that 
wiped out essential files.42 The "BlackEnergy" malware used in this case has been 
used by Sandstorm in their targeted attacks against industrial control systems in 
Ukraine, the U.S., and NATO.43 Sandstorm has been active since 2010 and has used 
BlackEnergy malware to disrupt operations at major businesses and government 
officials since 2011 with the knowledge or consent of the Russian government.44

U.S. Navy Admiral Michael S. Rogers stated that the probable goal of the large-scale 
2015 attack was to watch the response and learn how to slow it down in the 
future.45 In other words, this cyberattack was a well-executed trial run. 

This cyberattack was not a one-off or a profit-driven plot, rather an act of 
coordinated destruction. Coordinated destruction, as defined by Tilly, is when 
persons or organizations that specialize in coercive means undertake a program of 
damage to persons/objects.46 The Sandstorm cyberattack on Ukraine fits this 
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definition because the hacker collective specializes in coercive, albeit unconventional, 
means of inflicting damage through cyberspace. Cyberspace has few rules of 
operation or oversight, allowing Sandstorm and other political entrepreneurs to 
activate boundaries (Russia-Ukraine, in this case) and coordinate an attack. This 
cyberattack may also fall under a sub-category of coordinated destruction called 
conspiratorial terror. This is when a small, well-organized set of actors begin 
attacking more powerful targets by clandestine means.47 As a group, Sandstorm is 
vastly less powerful than Ukraine or other targets, yet their skill and support by 
allies in the Russian government allow them to compensate for this power 
differential. The result in Ukraine was a mass power outage that lasted for hours. A 
larger-scale attack on the United States would surely do more damage. The ubiquity 
and relative anonymity of cyberspace makes this threat more severe. 

Russia is not the only power with cyber capabilities, either, as Admiral Rogers noted 
in 2014 that China likely has the capability to shut down the U.S. power grid, and 
that Iran could acquire this capability, too.48 After the Ukraine attack, the U.S. 
Department of Energy reported that the U.S. faced imminent dangers from 
cyberattacks, and that a widespread disruption of electric service could undermine 
U.S. lifeline networks, critical defense infrastructure, and a significant portion of the 
economy, in addition to endangering the health and safety of millions of 
Americans.49 The complexity of a cyberattack on this scale makes it doubtful that 
current terrorist networks could plan and execute an attack on the power grid. 
However, as the Ukraine attack shows, they are technologically possible. According 
to a simulation by the University of Cambridge's Centre for Risk Studies, an extreme 
blackout caused by a team of highly skilled personnel with many months of 
planning and operational implementation could feasibly take control of 50 
generators in the U.S. power grid and cause them to overload.50 The result of this 
scenario would plunge 15 states into darkness and leave up to 93 million without 
power, while disrupting water supplies and transport networks. 51 The shift to online 
work and education during the pandemic also provides more opportunities for 
criminal groups to execute cyberattacks, which exacerbates the need for increased 
cybersecurity measures. 

Threat of Opportunist Terrorist Organizations 

Thus far, this paper has addressed potential vulnerabilities in the U.S. due to the 
havoc wrought by the global pandemic. Namely, the weakened and uncertain 
economy, political polarization and social unrest, and vulnerable cyber infrastructure 
have coalesced into a nexus of crises and opportunity for motivated threat groups. 
The next portion of this paper explores why such groups, namely terrorist 
organizations, threaten the U.S. now, amid a global health crisis, and how they could 
be deterred. For the sake of this paper, terrorism is broadly defined as a method used 
by insurgents to seize power from an existing government, manifesting in acts of 
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socially unacceptable violence meant to create a psychological effect on certain 
groups.52 This paper also considers domestic, foreign, and even cyber terrorist 
groups in order to paint in broad strokes the threat of terrorism in and against the 
U.S. during this global health crisis. 

Social science research tends to support the claim that terrorists and their respective 
organizations consist of rational actors.53 That is to say, terrorists aim to maximize 
their utility by weighing the costs and benefits of a certain action when given 
information and choices. 54 Violence against a certain population or a symbolic 
representation of such is thus a strategy that the group collectively selects as a course 

of action that maximizes benefits over costs.55 Terrorist organizations are also 
heavily influenced by recent changes in motives and opportunities.56 This is because 
terrorists are impatient for action and highly sensitive to time constraints, which 
may be rooted in their calculations of ends and means. 57 When vulnerabilities in 
government manifest, terrorist organizations may rationally decide to take the 
chance to compensate for its inferiority and execute an attack.58 In other words, 
when the balance of power between the terrorist organization and the regime they 
oppose is disrupted in the favor of the former, it is in the best interest of the 
organization to capitalize. 

Martha Crenshaw describes two forms of vulnerabilities that make an established 
regime, such as the United States, vulnerable to challenge. The first vulnerability is 
when the regime's ability to respond effectively, efficiently repress dissent, or protect 
its own citizens is weakened.59 In 1983, for example, a terrorist attack on U.S. 
Marines barracks in Beirut killed over 240 U.S. servicemen, an attack in which lax 
security in and around the barracks played a crucial role in leaving American troops 
vulnerable to attack.60 Currently, the U.S. has its hands full in dealing with the virus 
and distributing vaccines. With the world's largest number of COVID-19 cases and 
deaths, the U.S. may appear to be unable to protect its citizens. A preliminary 
assessment on the impact of COVID-19 on Salafi-jihadist and far-right extremists 
has shown that members of such groups have greeted the global health crisis with 
enthusiasm because it has crippled the U.S. and other western nations, perhaps 
vindicating their respective ideologies and objectives. 61 An ISIS editorial article in the 
al-Naba' Magzine included a call to action for Muslims to capitalize on the paralysis 
of western governments, stating that, "The Mujahedeen should show no mercy 
towards the suffering West."62 The pandemic diverts resources and assets from 
security and counterterrorism duties, which further exacerbates the vulnerability to 
an opportunist attack. As of March 2021, the Department of Defense identified 
more than 6,000 active-duty service members to support vaccination centers.63 The 
economic and financial crises may also inhibit the United States' ability to defend 
itself from external threats, as these matters may divert the attention of 
policymakers from vital national security threats. 
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The second type of vulnerability that makes the regime an attractive target for 
terrorist organizations manifests when the regime makes itself morally or politically 
vulnerable by increasing the likelihood that terrorists will gain popular support. 64 If 
a government is overly repressive, they will provoke backlash and lose public 
support, support which then could be diverted to insurgent or extremist groups. The 
current sociopolitical climate in the U.S., one driven by polarization and 
partisanship, could present such vulnerability and lend legitimacy to 
anti-government extremist groups. The contested election of President Joe Biden 
over the incumbent Donald Trump was a breeding ground for conspiracy theories 
and charges of election fraud. Former President Trump was a major source of 
misinformation regarding the election and tweeted over 200 inaccurate messages 
about unsubstantiated claims of voter fraud, with a particular emphasis on mail-in 
ballots.65 Effectively, only 61 percent of Republicans believed Biden rightfully won 
the election, according to a Northeastern University poll taken one month after the 
election.66 Political division and uncertainty came to a head in the January 6 Capitol 
riot, in which hundreds of pro-Trump and far-right domestic extremist protesters 
gathered and eventually infiltrated the Capitol to contest Biden's Electoral College 
victory. 67 This event sparked international condemnation by world leaders from the 
UK, Germany, France, and even Russia, as the U.S. took a big hit to its international 
legitimacy and democracy. 68

The backlash from this riot may further motivate foreign terrorist organizations to 
attack while the U.S. is vulnerable or as its legitimacy is in turmoil. However, the 
threat of domestic terrorism may be more severe. Far-right extremist groups are 
likely to be emboldened by the Capitol riot, as the ODNI report suggested.69 If the 
U.S. response to these groups is viewed as too harsh by the groups themselves and 
their supporters, they may be encouraged to increase the scale of their attacks in 
retaliation. These extremists may do so with the perception that their public support 
is broad, and there is some evidence to support this. For instance, 58 percent of 
Trump voters said they viewed the January 6 events as "mostly an antifa-inspired 
attack that only involved a few Trump supporters."70 There is no evidence that any 
anti-fascist movement was present at the Capitol, yet the perception that leftist 
provocateurs continue to pervade right-wing media. 71 To be fair, most Americans do 
believe it is important to prosecute people who breached the Capitol on January 6; 
however, this is also a partisan point, with less Republicans deeming prosecution of 
these criminals as important. 72 The fact is that America is a deeply divided country,
and potential areas for unity like the pandemic and domestic extremist attack have 
only exacerbated the divide. This could potentially make the U.S. look morally weak 
or illegitimate from the perspective of foreign terrorist groups, but also illegitimate 
by millions of Americans who feel the current political regime is fraudulent. This 
may broaden support for anti-government attacks and thus is a significant 
vulnerability. 
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Deterring Terrorism 

This paper has so far laid out sources of vulnerability that the U.S. currently faces 
either as a direct result, or byproduct of, the pandemic. The threats posed from 
opportunity-seeking terrorist organizations, foreign and domestic, are real and must 
not be overlooked, despite the many other pressing matters the government faces. 
How, then, should the government go about deterring these threats? Deterrence can 
first be conceptualized as "a strategic interaction in which an actor prevents an 
adversary from taking an action that the adversary otherwise would have taken by 
convincing the adversary that the cost of taking that action will outweigh any 
potential gains."73 In other words, an actor must persuade the adversary that a 
certain action will not produce the expected benefits of said action, and that the 
action should not be taken. Broadly, there are two types of deterrence strategy with 
terrorism: deterrence-by-retaliation and deterrence-by- denial. 

Deterrence-by-retaliation strategies seek to deter terrorists by threatening to impose 
unacceptable costs on an adversary if they take a particular course of action. 74 For 
example, if a jihadist group makes threats against the U.S. homeland about an 
imminent attack, the U.S. could try to deter the attack by imposing a high cost to 
the group. The costs could be in the form of sanctions or a coordinated military 
response. The cost imposed must be great enough to deter the terrorist from 
pursuing their attack. Deterrence-by-denial strategies, on the other hand, threaten to 
deny an adversary the benefits of a particular course of action. 75 An actor must 
convince the adversary that they will not succeed or reap benefits from an action. In 
their analysis of terrorist deterrence strategies, Kroenig and Pavel also differentiate 
between direct and indirect approaches to deterrence. Direct approaches aim to 
deter adversaries by threatening to retaliate against the adversary, whereas indirect 
response strategies are those that deter by threatening to retaliate against something 
the terrorists value, like their assets or communities. 76 These different deterrent 
strategies are featured in Table 1, borrowing from examples from Kroenig and 
Pavel.77

Direct Approach 

lndirectApproach 

TABLE 1 

Cost Imposition Denial of Benefits 

Threaten to retaliate against Threaten to deny the 
terrorists terrorists a tactical success 
Threaten to respond against Threaten to deny the 
terrorist's assets/things they terrorists strategic success 
value (keeping forces in their 

community, for example) 
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Frey also provides a thorough overview of terrorism response and deterrence 
strategies that include and extend those discussed by Kroenig and Pavel.78 Frey 
distinguishes soft and hard responses, the former aiming to address the root causes 
of terrorism while the latter imposes immediate and strong retribution. 79

Conciliatory responses may consist of accommodating the demands of terrorists, but 
also includes addressing the grievances of the terrorists without dealing with them 
directly. 80 Deterrent responses consist of applying criminal justice, by means of 
prosecution and ultimately conviction. 81 Frey also differentiates between short- and 
long-run responses to terrorism, where the short run deals with immediate problems 
created by terrorists, while the long run is directed at long-term reform and 
prevention. 82 Finally, Frey identifies reactive and proactive responses, the former, of 
course, referring to actions taken in response to a terrorist incident and the latter 
consisting of steps taken to identify and prevent terrorist activity before it occurs. 83

Potential Solutions to Shore Up Vulnerabilities 

Now that the main facets of terrorist deterrence have been broadly explained, this 
paper will present a strategy that borrows a little from each in hopes of creating a 
holistic terrorist deterrent strategy that catered to the threats to the U.S., both 
internal and external, that have been magnified by the global health crisis. This 
strategy is indirect in the sense that the response does not initiate contact nor 
threaten foreign or domestic terrorist organizations. Rather, it aims to address and 
resolve the vulnerabilities created by the pandemic, lest they be exploited by 
opportunist threat groups. The strategy is applicable in both the long and short term 
and is proactive instead of reactive. By shoring up the vulnerabilities in the American 
economy, political, social, and cyber arenas, opportunist terrorist organizations will 
lack exploitable opportunities to strike the U.S. with its back turned. The first 
vulnerability that must be addressed is the economy, which has been in turmoil 
because of the social distancing measures, business closures, and job losses provoked 
by the pandemic. Economic turmoil begets uncertainty, which could provide 
motivate criminal networks to take drastic steps to rectify their economic 
deprivation. Furthermore, the United States' back may be turned to these threats as 
it works to stimulate the economy, leaving it vulnerable to threats, internal and 
external. This paper argues that if the U.S. can build a resilient post-pandemic 
economy, it will effectively minimize these vulnerabilities. The matter becomes, then, 
how does the U.S. minimize the vulnerability to the economy and build a resilient 
economy, one that can withhold the tensions created by global health crises? This 
paper explores possible policy actions in pursuit of this question. 

The United Nations Economic and Social Commission for Asia and the Pacific 
(ESCAP) interviewed economic policy experts on how to build a resilient 
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post-COVID economy. The experts reached a consensus on a set of broad themes. 
The U.S. is more economically developed than most countries in the Asia and Pacific 
region, but the input of ESCAP is relevant because the pandemic has shown that 
even the mighty U.S. is susceptible to pandemic-induced economic fallout. The 
commission emphasizes that strong and sustained macroeconomic policy is essential 
to shorten the post-pandemic recession and minimize long-term scars to the 
economy.84 In other words, the U.S. should not be afraid to sustain relief and 
stimulus packages for the foreseeable future, as this could help prevent an unequal 
recovery. The pandemic has disproportionately impacted the economically 
vulnerable, such as the less educated and low earning. Of the U.S. jobs deemed 
"vulnerable" to pay cuts and layoffs, 86 percent are held by those earning under 
$40,000 a year, compared to one percent of jobs held by earners of over $70,000.85

Additionally, U.S. billionaires also expanded their wealth by 20 percent between 
March and June 2020, while millions of Americans and small business owners 
continue to grapple with lost wages and unemployment. 83 Put simply, the economic 
stimulus must not forget the most vulnerable. The U.S. cannot sacrifice Americans 
jobs and lives for a growth in GDP. 

ESCAP also urges governments to explore unconventional financing mechanisms like 
catastrophe risk insurance and multilateral financial safety nets to enhance the fiscal 
buffer for future shocks. 87 The commission also emphasizes the need for 
governments to make economies more inclusive and environmentally sustainable by 
focusing on strengthening health and social protection systems and closing the 
digital divide, which has been deepened since the pandemic forced jobs and 
education fully online.88 U.S. policymakers should also diversify the economy in 
ways that make them better at withstanding market volatility and invest in 
innovation. This means building and strengthening research and development, 
entrepreneurship, and commercialization from the local to national levels. 89 Leaders 
should commit to long-term investments in the American people, regardless of race, 
ethnicity, gender, or wealth, as equity-enhancing measures can boost economic 
growth in the long run. According to one estimate, achieving gender equality could 
add up to $4 trillion to the U.S. economy by 2025.90 In short, the U.S. must invest in 
the American people, in both the short and long term. These investments are key for 
resilient economies and resilient countries. While investments and economic 
innovations of this scale are daunting, the benefits surely outweigh the costs. With a 
more resilient, human-centered economy, the vulnerabilities in the economy will be 
greatly minimized. 

The next vulnerability that must be shored up is social and political polarization, 
which has been a significant source of conflict before and during the pandemic. 
Polarization and a sense of distrust in the "other" or the government at large is a 
dangerous threat to the American political system and way of life, as evidenced by 
the Capitol Hill storming. If the U.S. can work to increase unity, understanding, and 
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empathy, then the threat of domestic extremists who oppose the current political 
system will be minimized. There is no quick fix to reverse the deep animus 
Americans have towards members of the opposing political party, but small steps 
combined with bold ideas can set the U.S. on the right path. As of 2019, 77 percent 
of Americans believed that their differences with the opposing party are not so great 
that they cannot come together.99 While it may be more challenging for Americans 
to come together after this divisive and tumultuous year, it is far from impossible 
with constructive intergroup contact and responsive government. 

Americans on each side of the political spectrum take cues from party leaders and 
media influencers, which heavily influence voting behavior and other political 
choices.92 When these influencers and political elites speak on political, social, or 
cultural issues, their followers listen, even if the information they provide is not 
always an accurate representation of reality. With the proliferation of social media, 
these messages are available at all hours of the day and are not vetted thoroughly, 
which exacerbates the divide. This has been especially apparent during the 
pandemic, with conspiracy theories about the virus, vaccines, and the election 
spreading across the country instantaneously. This fuels partisanship and outgroup 
hostility. Constructive intergroup interactions and contact can help minimize this 
hostility by bringing people from opposing political beliefs together. Intergroup 
contact is beneficial because it allows people to learn about members of the social 
outgroup and reduces anxiety about intergroup interactions, as well as increase 
empathy with members of the outgroup.93 Intergroup contact must be facilitated
carefully to prevent further polarization and intergroup hostility. One example of a 
model of intergroup contact is "Citizen Assemblies," in which citizens are brought 
together to deliberate over pertinent social and political issues.94 If the U.S. gives its
people a forum for constructive deliberation and understanding, the country could 
develop a stronger sense of unity and empathy. And because Americans take cues 
from their party leaders, members of Congress and the Executive must lead by 
example. Senator Mitt Romney has reiterated this very point when asked about the 
polarization of America and has suggested the reinstitution of weekly meetings for 
Republican and Democratic senators.95 Media at all levels must take fact-checking 
seriously in order to present the truth on matters of national importance, such as a 
pandemic. Misinformation in all levels of media can foment hate and deepen 
division, and those that stoke these flames should be held accountable. Those who 
do not acquiesce to intergroup contact and unity, namely domestic violent 
extremists, should be prosecuted to the extent that they commit a crime, such as 
those committed at the Capitol. However, the U.S. should welcome regretters, those 
who once participated in domestic extremist groups, and offer support if they 
renounce their activities and reintegrate them into society.96 A policy of reintegration 
embodies the unity and empathy the country must practice, as well provides the 
regretters a sense of belonging and acceptance that may have driven them to 
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extremism in the first place. 

At the individual level, there are many simple practices Americans could adopt to 
shore up their defense against opportunist cybercriminal networks. For starters, they 
should back up important files and store them independently from their system. 
Individuals should regularly check their software and systems and install the latest 
anti-virus software. They must be vigilant, check and update their privacy settings, 
and update passwords and ensure that they are strong.97 At the macro level, the U.S.
should consider investing in microgrids to combat the threat of a cyberattack on the 
U.S. power grid. Microgrids are decentralized, local energy grids that can disconnect 
from the traditional grid and can thus operate autonomously.98 "Campus style" 
microgrids are currently used at military installations, hospitals, colleges, data 
centers, and other private and public properties that highly value uninterrupted 
power supplies.99 Microgrids have proven to be lifesaving during severe storms like
Superstorm Sandy in 2012. Millions of residential and commercial customers lost 
power when Sandy hit, and many critical facilities like water treatment centers, 
police stations, and hospitals had to rely on standby generators or were completely 
shut down. One hospital was disconnected from the main grid for two weeks, yet it 
remained operational with a microgrid.10° College campuses in the area also used 
microgrids throughout the duration of the storm and subsequent recovery 
process.101 Despite these successes, microgrids only provide less than .2 percent of 
U.S. electricity, mainly in Alaska, California, New York, Texas, Maryland, Georgia, 
and Oklahoma.102 This is mostly due to technical, economic, and regulatory
barriers. To begin with, microgrids and similar distributed energy resources are not 
designed for resiliency, meaning they cannot operate as a standalone power source 
in cases of an outage. Economically, research and development for microgrids are 
expensive for residential and commercial use, and the government often must 
provide tax incentives and funding for such projects. Due to the polarization of 
renewable energy and climate change-related services, this is a significant struggle. 
Microgrids still provide a reliable power source in cases of emergency, and the 
growing cyberthreat should pressure the U.S. government to invest in alterative 
power sources such as these to maintain resilient cyber and power structures. 

Conclusion 

The threat of terrorism, either from domestic, foreign, or cyber threats can easily be 
overlooked in the middle of a global health crisis. Testing and vaccination logistics 
are complicated matters and demand attention from U.S. leaders, as does the 
economic fallout from yearlong disruptions in commerce and employment. 
Government leaders must not sleep on the vulnerabilities revealed by the pandemic, 
though. Rather, by addressing and working to rectify the flaws and vulnerabilities in 
the current U.S. government, economy, and society, terrorist groups are effectively 
deterred by not giving them any opportunities to attack. This strategy may seem 
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idealistic, too broad, or too unrelated to the terrorism, and to a degree this is true. 
Large economic policy changes, human-centered investments, sociopolitical unity 
and bipartisanship, and beefed-up cyber and energy sectors are daunting tasks that 
take a considerable amount of time and money. Moreover, terrorism is a 
multifaceted issue with differing methods, objectives, ideologies, and motivations, 
meaning an effective deterrent strategy must be comparatively multifaceted and 
complex to effectively counter the threat. However, many big problems require bold 
solutions, and there is hardly any problem bigger than the threat of 
opportunity-seeking terrorist groups combined with the threats and vulnerabilities 
imposed by a pandemic. Resiliency is at the heart of this unique, albeit indirect 
approach to deterring and preventing terrorism in the United States. By focusing on 
creating and maintaining policies and institutions at all levels of government and the 
economy, vulnerabilities will be minimized, and so too the threats posed by 
opportunist terror groups who threaten the United States. 
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Robays aspires to graduate and enter the workforce as an analyst in the intelligence community,
security field, or public service.
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Aaron F. Brantly, The Cyber Deterrence Problem (Rowman & Littlefield 
International, Ltd., 2020), 202 pp. 

Yen Huynh 

The usage of cyberwarfare has become increasingly prevalent in the global 
landscape, but there remains a lack of cohesive strategies and policies surrounding 
cyber deterrence. Aaron Brantly and a team of scholars specializing in different 
disciplines team up to develop the outline for a robust deterrence strategy 
concerning cyberspace. Brantly is an Assistant Professor of Political Science at 
Virginia Tech. He is also a Senior Research Scientist at the Army Cyber Institute at 
the United States Military Academy, West Point. In his book, he proposes different 
approaches that can and should be utilized to enhance deterrence in cyberspace. 

The Cyber Deterrence Problem is best suited for scholars and those with at least a 
basic level of understanding regarding what cyberwarfare is. The arguments and 
concepts discussed in the book can be difficult to understand otherwise. The book 
looks to define what cyber deterrence is and develop a robust framework for 
policymakers to be able to reference the creation of cyber deterrence methods and 
policies. Cyberspace is the domain of global networks of technology infrastructures, 
telecommunication networks, and computer processing systems. Cyberwarfare is the 
use of digital attacks to cause damage or disrupt a country's computer system. The 
authors argue that the world of cybersecurity is quickly evolving, and states are 
scrambling to create strategies of prevention and response methods against cyber 
threats. This is what cyber deterrence centers around. As such, the United States 
needs to keep up with the adoption of new cyber deterrence policies to match the 
escalating threat levels. It is here where Brantly and his contributors try to make a 
splash. They posit that the United States needs to advance the current interest and 
government involvement in the creation and implementation of cyber deterrence 
methods. 

Cyberspace is an ever-changing world, and though it lies below the nuclear 
threshold, threats of force are still common. Even so, the credibility of such threats 
varies, and they are rarely carried out. Unlike in the physical world, where 
deterrence is aimed at fighting physical targets, deterrence in cyberspace is different. 
Rather, it is directed against manipulations of elements of cyberspace and those 
engaging there. It is here that Brantly says the focus needs to shift if the United 
States is to keep our technological infrastructure safe. To sufficiently understand the 
threats and the different methods in creating a credible framework, the book utilizes 
approaches from different relevant fields to create better cyber deterrence strategies. 
By employing a multidisciplinary approach to the study of cyber deterrence, the 
book attempts to create a more comprehensive framework of strategies. 
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Classic deterrence centers on the potential adversary's cost-benefit analysis to see if 
their actions will elicit a response in the form of force. This is problematic because 
classic deterrence also sees that the defending states threaten the use of force or 
power but do not end up using them. Modern formulations of deterrence are mostly 
grounded on the concept of nuclear weapons and other traditional means of military 
weaponized interventions. In the cyberspace world, two main types of deterrence are 
commonly referenced. Deterrence by punishment and deterrence by denial are both 
intended to manipulate the cost-benefit analysis of an adversary. That is to say that 
an adversary is likely to change their calculations depending on the type of 
deterrence that the defending state is most likely to use. Deterrence is not yet well 
developed in the cyber world and can also be complex to understand and establish. 
The definitions of the two types of deterrence are defined multiple times, which 
could be confusing. Instead, it was a good way to remind readers of what deterrence 
by punishment and denial are. 

Generally, deterrence by punishment focuses on the employment of threats to let 
adversaries know the costs of their unacceptable actions. On the other hand, 
deterrence by denial relies on the threat of denying the adversary the ability to 
achieve military and political gains through aggression. Deterrence by denials also 
attempts to convince attackers that their cyberattack will be more likely to fail than 
succeed, which makes the cost of trying not worth it. Successful deterrence can only 
occur when the potential adversary decides against carrying out the cyberattack due 
to the fear of punishment or the high possibility of failure. 

To be successful, cyber deterrence policies should exhibit three critical features. The 
mechanisms 1) must successfully signal to the adversary the costs, 2) locate any 
present threats that exist in the cyber domain, and 3) cyber deterrence strategies 
should avoid utilizing nuclear analogy. As cyberattacks rank as the 
second-most-cited threat, the United States needs to move the deterrence framework 
forward. As the authors argue, the three prior mentioned components are essential 
in creating more secure cyberspace. The United States must clearly state what the 
punishments will be but also be able to swiftly identify cyber intruders. The book 
claims that the most difficult aspect is perhaps the need to rewire the brain to think 
about cyberwarfare in different terms as opposed to the kinetic or nuclear world. 
Even so, are the differences so vast that states must rethink their whole deterrence 
framework? Brantly does not provide evidence for this. It would be extremely 
helpful for readers to understand why he believes this to be an important 
consideration, especially when some of his readers may very well be involved in the 
decision-making of cyber deterrence policies and strategies. 

Brantly and his co-authors try to drive the idea about the difference in the 
employment and responses of cyberspace and nuclear usage. The book claims that it 
is still possible for states to cross domains and utilize military force when responding 
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to cyberattacks. This is likely to happen if the cyberattack were deemed to pass a 
threshold of high salience and therefore elicits such a response. This makes it hard to 
fully understand the line between cyberattacks and military force or nuclear usage. 
When a cyberattack undermines active military operations or disables critical 
infrastructures, a cross-domain response will be more likely. This is especially so if 
the cyberattack threatens a state's homeland security system. In conjunction with 
cross-domain engagement, this also pushes forth the idea that states will utilize both 
the means of cyberattacks and military force when they are the aggressor and not 
just on the defense. The book fails to consider the impact of this. 

It should be noted that anyone can involve themselves in cyberspace. There is a 
learning curve but once past it, the number of potential attackers increases. This 
refers to both state and non-state actors. As mentioned, multiple times throughout 
the book, the authors do remind readers that costs for adversaries in cyberspace are 
commonly lower than in the kinetic realm. The benefits can vastly vary depending 
on the goal of the attacker. In addition, it must be more challenging for the state 
being attacked to positively identify the attacker. Many cyberattackers can efficiently 
avoid detection and even when attacks are identified, finding the perpetrator 
remains an arduous task. 

Due to the level of destruction that nuclear weapons can cause, they are seen as a 
weapon of last resort. The book claims that, consequently, cyberwarfare 
engagements are likely to continue as a first-step procedure. Other forms of military 
technology and interventions will be utilized when states know that a cyberattack is 
unlikely to accomplish what is needed. As previously mentioned, this assumption is 
to say that the United States and other governments do not think about employing 
both cyberattacks and military interventions, either to respond to attacks or when 
trying to accomplish something. Cyber-retaliation may be the cheaper method but is 
not always the most effective. 

It can be hard to fully gauge the reasons behind a cyberattack. The more a state 
engages in invasive intelligence via cyberspace, the likelier their actions will be 
misinterpreted. In trying to read the reasonings behind attacks carried out in 
cyberspace, there are limits to what can be explained. The costs of cyberattacks and 
cyberwarfare are generally low. It can prove difficult to create successful overarching 
deterrence policies. Typically, cyber aggressors will keep trying to probe the system 
until they can find an entry point and successfully carry out their mission. As such, 
there are limitations to deterrence. Even though the authors have mentioned this 
fact, the book persists in claiming that deterrence is a necessary measure. If 
deterrence has limitations, then other methods should also be applied to increase the 
cybersecurity measures. Towards the end, the book does incorporate norms as a part 
of the cyber-deterrence discussion. While it is a worthwhile effort, previous chapters 
already reference this though not specifically referring to it as cyber norms. 
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Consequently, the book and co-authors can expand on the limitations of the 
cyber-deterrence strategies and what other realistic strategies could be included. 

The book states that deterrence by punishment is less likely to be effective due to the 
high levels of uncertainty in identifying the attackers and the assets that are at risk. 
Clear signaling of costs can help establish the foundation for deterrence by 
punishment. The issue is that most cyberattacks exist below the threshold that is 
necessary to trigger punishment, which is why it is the less effective form of 
deterrence. As such, deterrence by denial should be strongly considered. Brantly and 
his co-contributors have expanded the platform for deterrence considerations. The 
methods explained in the book can showcase the importance of having a 
comprehensive framework on cyber deterrence. The over-arching framework that 
the book for the argument of cyber deterrence is thorough but not exhaustive. The 
complex details are laid out in a detailed and easy-to-understand manner once you 
have a basic understanding of cyberspace, cyberwarfare, and cyber deterrence. 

Brantly offers a broad overview of the topic of cyber deterrence. He makes a solid 
argument as to why it is a necessity. Readers will understand why the United States 
needs to keep up with the strategic framework on cyber deterrence and what some 
of the potential approaches towards policy implementation can be. Readers should 
take note that there are some limitations. As previously mentioned, cyber deterrence 
is not going to solve all the problems that the United States encounters in 
cyberspace. Brantly and his fellow contributors do not do much to build on 
providing other methods that can be used in conjunction with cyber deterrence to 
strengthen the country's cybersecurity measures. Even so, The Cyber Deterrence 
Problem will help readers understand the importance of cyber deterrence and what 
some of the basic approaches are. 

*Yen Huynh attended the University of New Mexico and graduated with a degree in Political Science
and Criminology. She has experience working in campaigns and the New Mexico Legislature. She
currently attends the University of Nebraska at Omaha and is a graduate assistant in the Political
Science department. As a graduate assistant, one of her projects includes the role of managing editor
for the Space & Defense journal. As a student, her research interests includes the civic and political
engagement of Asian-Americans and the intergenerational study of Asian-Americans and Pacific
Islander political experiences and identity.
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Notes for Contributors to Space and Defense 

Space and Defense seeks submissions that will contribute to the intellectual 
foundation for the integration of space into overall security studies. 

Indeed, the emergence of space as a unique and critical element in national security, 
economic security, homeland security, cyber security, environmental security, and 
even human security has persuaded us that this line of inquiry is vital to innovation 
for international security. 

Contributions are welcome from academic scholars and policy analysts at think 
tanks and research institutes; senior management and policy officials from 
international and governmental agencies and departments relevant to space and 
security issues; senior management and policy officials from organizations 
responsible for critical national and international infrastructures that rely upon 
space; major aerospace corporations; scientists and engineers interested or involved 
in space and security policy issues; military officers and operators in relevant units, 
commands, and in staff colleges and service academies. 

The journal welcomes submissions of scholarly, independent research articles and 
viewpoint essays. There is no standard length for articles, but 7,500 to 10,000 
words, including notes and references, is a useful target for research articles, and 
viewpoint essays should be in the range of 2,500 to 5,000 words. The opinions, 
conclusions, and recommendations expressed or implied within Security Studies 
Inquiry are those of the contributors and do not reflect those of the Eisenhower 
Center for Space and Defense Studies, the Air Force Academy, the Air Force, the 
Department of Defense, or any other agency of the United States Government. 

Articles submitted to Space and Defense should be original contributions and not 
under consideration for any other publication at the same time. If another version of 
the article is under consideration by another publication, or will be published 
elsewhere in whatever format, authors should clearly indicate this at the time of 
submission. When appropriate, all articles are required to have a separate abstract 
of up to 250 words that describes the main arguments and conclusions of the article. 

Details of the author's institutional affiliation, full address, and other contact 
information should be included in a separate file or cover sheet. 

Contributors are required to submit all articles electronically through the Space and 
Defense website : 

All manuscripts submitted to Space and Defense need to be double-spaced with 
margins of 1 inch or 2.5 cm, and all pages, including those containing only diagrams 
and tables, should be numbered consecutively. It is the author's responsibility to 
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ensure when copyrighted materials are included in a manuscript that the appropriate 
copyright permission is received by the copyright holder. 

Address manuscripts and all correspondence to: 
Dr. Damon Coletta, Damon.Coletta@usafa.edu ( e-mail), 
or 719-333-2270. 

or 

Dr. Michelle Black, michellblack@unomaha.edu ( e-mail) 

On the basis of peer reviews for research articles, the academic editors will make a 
final decision for publication. If required, the author(s) will be required to make 
additional changes and corrections as a result of the external peer review. 

TABLES AND FIGURES 

All maps, diagrams, charts, and graphs should be referred to as figures and 
consecutively numbered and given appropriate captions. Captions for each figure 
should be submitted on the same page as the figure to avoid confusion. Tables 
should be kept to a minimum and contain only essential data. Each figure and table 
must be given an Arabic numeral, followed by a heading, and be referred to in the 
text. Figures and tables are not to be embedded in the text. Each table and figure 
should be clearly labeled. In the text, make sure and clearly explain all aspects of 
any figures or tables used. 

STYLE 

Authors are responsible for ensuring that their manuscripts conform to the style of 
Space and Defense. The editors will not undertake retyping of manuscripts before 
publication. Please follow the Chicago Manual of Style. 

Listed below are some additional style and writing guides: 

• Dates in the form: 1 January 2009.

• Headings (bold, ALL CAPS, title case and centered).

• Subheadings (bold, italic, title case and centered).

• Acronyms/abbreviations should always be spelled out in full on first use in the
text.

• The 24-hour clock is used for time, e.g., 0800, 1300, 1800.

• Use percent rather than % except in figures and tables.
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• For numbers, spell out numbers less than 10.

• Make use of 21ststyle where appropriate.

• Keep capitalization to a minimum.

• Concise paragraphs and sentences are desirable.

• Avoid a paper that is just descriptive; rather engage the literature and provide
analytical rigor and assessment.

• Avoid policy recommendations in the analysis part of paper; leave this, if
applicable, for a separate section at the end of the paper.Define all new terms used in
paper.

• Avoid hyphenated words when possible (e.g., low Earth orbit).

• Avoid the use of passive voice when possible.

• Footnotes, numbered consecutively with a raised numeral m the text, use the
Insert-Preference-Footnote function of Word.
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