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ABSTRACT

This paper details the development and implememtatf a research project in support of a
Computer Security and Information Warfare class parpose of the project is to teach students pikde
knowledge about a security topic and provide aareteexperience. This particular security project i
graphical passwords and the goal of the projetct isvestigate a unique implementation of a graghic
passwords scheme known as Cued Click Points (CIde)CCP method has a large key space that
reduces the likelihood of a successful attack usigjtional techniques such as brute force oiahetry
attacks. The project developed an implementatidd@® that combined the graphical approach with
user’s familiarity with navigating through Googleaps. The user is presented with an image of the
United States and simply clicks to where the ‘kagsStination is located using a zooming map levels
approach. Google Maps and the Processing envinanpeemit a simple implementation allowing the
focus of the project to be on data collection amalysis. This paper will provide background on @@P
approach, describe the implementation, and preésemesults based on user feedback using the system

INTRODUCTION
Information security is an important topic for camgr science students to understand. Many
schools have begun teaching security topics throufgiine CS curriculum through a variety of methods:
separate security courses and tracks, integraijrigs into existing courses, hands-on laboratoged,
student competitions. The United States Air Fécademy has created a three-course sequence in
security that teaches students topics such agmation warfare, cryptography, and network defense.
Students completing the three courses as pareof@$ major, receive a special security designatio
their transcript. A distinguishing aspect of autrdductory computer security class is the use of a
realistic student research experience to reinfoote concepts in the course [8]. The learningaihjes
for the research project are:
- Understand the entire research process fpratnlem definition to final documentation
- Be able to conduct background investigatiavelop a research plan, complete an implementatio
collect and analyze data, and create a conferezambtposter and paper
- Explore and understand an aspect of comgetairity in depth
Students choose their research topic and are assayfaculty mentor early in the course and
work on the project throughout the semester witliogéc turn-ins to monitor progress. This paper
describes one such research project investigatimgcpue implementation of a graphical password
system.

BACKGROUND

Users employ passwords as a form of authentica&iaorrectly identify themselves on a
computer or communications network. Passwordgigecsecurity from outside threats by only allowing
a user knowing the password to gain access tofgpegntent. Passwords are used in a variety of
devices, from personal computers and mobile phdoegebsites and ATMs. Passwords can be simple
numeric sequences, or PINs; complex combinatiotetiafrs, numbers, and special characters; or
graphical images that a user can click or drawDime most common type of password is the
alphanumeric password which is vulnerable to dnzirg attacks in which the attacking user or program
tries common words and word combinations from &atiary. With the speed of modern computers,
thousands of possible passwords can be checkestpand. One of the reasons that dictionary attacks
are successful is that users tend to choose padswWat are easy to remember, such as words fouad i



dictionary. Many password schemes have been pedposcreate passwords that are easy to remember,
but secure from dictionary attacks.

Graphical passwords provide one such alternativeatbtional passwords approaches. The basic
premise is that pictures are easier to remembegomignize than text. Several different schemes hav
been proposed for users to utilize pictures or drgsvrather than entering text characters [2-7). A
example of such a scheme is the user selects arsegjof images as their password, and when
authenticating themselves, they are asked to ghleictimages from a set of random pictures. Aaoth
approach that attempts to defeat shoulder surditlyd user is presented with a random collectidnasfs
and needs to click somewhere in the convex huhef pre-selected icons. A different approach to
graphical passwords is when the user draws a sipagtigre on a 2D grid. If the drawing touches the
same sequence of grid points as the pre-selectetisee, the user is authenticated. A similar agagiro
is based on the user entering their signature ubmghouse.

A graphical password scheme of particular intei@sthis project is the Cued Click Point
approach [1]. The user is presented with an inoagelaid with a 2D grid. The user selects onéhef t
grid locations which brings up a different imagsoalvith a grid. The sequence of selected grid
coordinates represents the password. If a uséakeisly selects a grid location not in their
authentication sequence, the resulting image wioohdediately be recognized as not being part of thei
normal image sequence. A sequence of five clieksed as the password sequence. User studies from
the CCP method showed users found the approachieasg and remember.

OUR APPROACH

Concept

Critics of the graphical passwords point out thethssystems may require an inordinate amount
of storage space for images, can be difficult &wrido use, can take longer than traditional pastsvio
enter, and may be hard to implement across muliygéems. Our approach eliminates the need fér hig
disk space by using an online picture databasecallidg an external server each time the usekslic
To create a system that was easy to learn, we litasedhe familiar user interface of zooming into
Google maps. Users are familiar with zooming m&pecific area of interest, such as a streetitocat
By overlaying a 2D grid on the map, and zooming ihie grid being clicked, navigating to a specific
location is equivalent to selecting a sequencenafjies in the CCP technique.

I mplementation

An advantage of basing our system on Google mabsiisve can take advantage of the well-
defined Google Maps API. Specifically, for our ilmmentation, we made use of the Static Maps API,
which returns a map image when passed the apprepaaameters in a URL to specify location, size,
and zoom level. The API call can be invoked digeftbm a Java program to return a raster image to
display. For this project, the Processing programgrtanguage and environment was used to create a
prototype for testing purposes. Processim@y\W.processing.ongs a Java-based language that is simple
to learn and use, is specifically designed to stpgraphical applications, allows for rapid profaityg,
and runs under multiple operating systems. THewahg lines of code are all that are necessary to
retrieve and display a map image from Google maps.

float lon = 38.796908; /['Nat/lon for center of map
float lat = -104.787598;

int zoom = 3; /l zoom factor for map
Size(480,480); I/ size of image on screen

String url =" http://maps.google.com/maps/api/staticmap?center =" +

lon+" " +lat+" & zoom="+zoom+" & size=480x480& sensor =false" ;
PImage online = loadl mage(url, " png"); // get image from Google
image(onling,0,0); I/ display to screen



The variables lat, lon, and zoom can be progranmaifticontrolled to specify what location and
zoom level to use for the map.

An implementation of this CCP method was writtefPnocessing to collect data from users on
the usability and memorability of the techniquerst a user is presented with a Google map oétiigze
United States with a grid overlaid on it as showifrigure 1.
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Figure 1. Opening screen of our CCP system.

The user enters their user name and selects theemwhclick levels they want to investigate,
five or seven. They then select a grid locatiothinmap which replaces the map image with a zoomed
version around the selected grid point as showsgare 2. The image size and grid size (16x16)iam
constant for each zoom level. The grid lines atended to assist the user in selecting a spepific
location, versus an arbitrary point on the map thay be close to a border between two grid location
and thus give different results if the user cliaks slightly off during subsequent tries. Figurasb
shows the level of map detail after five clicks.



& googlemaps1 [;] ] | @ googlemaps1 E] [
I i erx) Y IR e
I} - Recreption Canter
i ) ) l éﬂ =jacac)
r ¥ t - 3 e
‘ Onthrio 73 R 3 Y Lant A Weanelwe (fivershy T Liden §
i Fred Bfenmar a0 ;
i 3 -
l 9 ; 2 | E1phAve |
| % 3 |
i o, IKinnest R b g
| 316 1 z e
o | iy € fin A =

ez :'/E: Chchamol =t i )
e — | & Hing A WilofGrogan

7 \\ I W SthAve 3

- L) 4T 3

7 IS de ‘ Québpc It % g z EB E 5th Ao Y_y ‘
i Marg ° i Hadson T

¢ o pjI
I h‘l Spbury lu-:;bv -w‘:) ] E ILES %) West % ’g liage I
I 72 12 ~ o —qﬂl ° I ,.' 'mlvu > ST IS uT 0 Jig ==
| Wausp | \ Cltawa | 5 N % Goofae l
by i o | Z Vermdht Outkn g P ] F ,
od ocprkashll ol 0y Toroto ~% |l e 33 otp =
t = Tex w - \6 "0 B __ .
I Ihimx\ ot b A5 315 < Arena é] 3 Kirlg Lmé
RIS o R New] Yo : S 3 2 i

b — Rofitord -| Tt $rand { 74 j1 Bufhalo barvya" " S Pin RS e =
[ ° Chitago ffapids f Lk 2 ° % €
BOaverport g A L R E T H W Torey Al z

=) Jobet | Fortfame|  Tolpdo Ao = : ° vorxdbs | 1

© Otjio b . |-k IR 21 N o) RS
| indis Indi Pitishurgh New peces l PARTD Wi
i Q -
B e 9 R g o T T e ©)
o st 5. = 761 L
;E%.;‘T»‘ o Vifginia N - : b o
L exngtbn .

I m.’Slk OFvifmwte | © Mdp datd WW»-T-W.M CO )8'6

@5ievelsO7levels | SetPass | | CheckPass | | Reset | | @5levelsO7levels | SetPass | | CheckPass | | Reset |

Figure 2. Zoomed map image after one and five slick

After five or seven clicks, the user can eithertBetpassword for the supplied user name, or
check the entered password against a databasevidysly entered passwords. The sequence of sdlect
grid locations (256 per zoom level) representgtesword. At any point in the click sequence uber
can reset the system and start again from level 0.

ANALYSIS

To analyze this graphical password scheme, weldiokt at the overall key space in comparison
to a traditional alphanumeric approach. To deteemisability, a survey of users was conducted based
how easy the system was to use and remember. Owesess used the system and reported their
experience.

Key Space Analysis

A simple key space analysis of clickable rangethergraphical password system compared to
that of an alphanumeric password is shown. Edch oh the graphical image is equivalent to a typed
character in a normal password. Assuming 94 adailkeys (shift and non-shift on a standard keythpar
a password of lengthwould have a key space of"'94Since the grid size is 16 x16, each click of the
image has 256 possible values, so a sequentelioks has a key space of 256-igure 3 shows the
increase in size of key space based on alphanuregas image clicks for increasingly large passiaor
Eight clicks in the CCP system provide roughly shene key space size as ten characters.
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Figure 3. Key space for alphanumeric and CCP geappasswords.

A factor that is not considered in this analysighet while each graphical password image has
256 possible grid locations to select from, nobélhe grid locations contain something of intétes
encourage people to click it. For example, froguie 1, it would be unlikely for a user to clickargrid
location in the ocean, as there would be no reterém guide successive clicks. A complete analyfsis
this approach should consider the percentage dfigrations considered sufficiently interestinglick
on.

User Analysis

Over 50 users used our graphical password systdmranided feedback on its usability and
memorability. Figure 4 shows the results of a syrasking participants how easy the system wasédo u
The average rating was 3.8 on a scale of 1 tm8ividual comments included the fact that it tookder
to click a sequence of grid locations than simppirnig a password, and that the image size should be
adjustable to allow for easier navigation whenkitig.
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Figure 4. User survey on system’s ease of use.

In terms of memorability, 60% of the users rategltiistem as easier to remember than
alphanumeric, while 40% said it was more difficulne suggestion for improving usability was t@wail
the user to go back one level to change the sequarisus having to reset and start from the beggnni



System Limitations

Although the implemented system is only a protofypere are some known issues if this scheme
were to be used in a production system. By dé&imithe user needs to be online to access Googps.m
Such a system may be useful for applications sa@ntering passwords to access an online resource 0
when online access is constantly available. Howevieen online access is limited or unavailablenso
type of fallback system would be necessary. Shiyilef the Google map server is down, the approach
will not be able to load successive images. Amlidgstem would recognize when such limitationstexi
and go into some type of alternative mode. Theaauh, as described, also does not address thkeprob
of shoulder surfing. If an attacker sees the endtlon of successive zooms, they can replicate the
sequence.

CONCLUSIONS

User feedback of this approach is that it is easyse. However, the fact that 40% indicated it
was harder to remember than alphanumeric indi¢hsst is not, in its current form, ready to regga
traditional authentication techniques. A largemrigtedy is necessary to exercise the system atettol
guantifiable information on the effect of differdatvels, and ways to improve the user interface.

Appropriateness as a class pr oj ect

This project met the goals for the research projetie Information Warfare class. It was an
original area of research providing an opportutetgxplore a security topic in greater depth. It
contained an implementation and experimentatios@dth an opportunity to perform analysis on
collected data. Students learned about differeaghjcal password approaches, key space calculation
creating a prototype system for testing, desigainger study, and interpreting results. In aduljtity
using Processing and Google Maps as the programenivigonment, the prototype of the tool could be
quickly created and used to gather user data.impkementation did not get in the way of focusing o
the problem and security concepts being explofidte students, as a result of this project, havetizb
understanding of graphical passwords and an agpi@ciof conducting a user study to determine the
effectiveness of a proposed system.
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